Bl |
759k~

FMA<—177)L

BFR (A1 —Y) [REL—2P—EXRSAT]

CDIEWNEART—ERZZHAWNZIZEE U THRICH DN ESTETNET,
ANZATVIVTRERAML—ZH—-EXRSATCHET DIEFZHRBLET,

1.8k

X —EBEEA A —Z(FRREPDOEDTT . REDEHEE (F—EREDIBENHDXTIDOTITEELZSN.
XAECEEHINTVDEHA, S RT LG, HRBE—RICEHOEFRERETZEEmRE T,
RBRE. AXXBIUOEERFTE. ™1 [®] FBRELTEOHFEA.



-5F|JFHVZ:LT)I/(C’_DL\_C

O : -ERE @ : EAMR(FREH] ® : #FiR
(EEEI-Y#)

HRX=27IL HMEY=2 7))L MAENY=217)V

W1, o W1 0

AY—EXD A —ERDYEREREZ RTEH EIEEERZ R OFIAERET
H—EXDMERFRZ N S5EREAR DIRAEERER
@ : BIFR ® : OJ4>-X=)L7RL ® : EFIREBHRFEMICHR
(—f%1-Y) AN AD—REHE,
7ho> Oy ERER R
] |
] |
I MR 7L I MW=L FAY=a7IL
jmecw o e, |
| - |
| |
| |
| |
fbrcmrememenne e | -

J—YmlFDiEiFReA AHY—EZADOTA > A— BFIRERIFECHILT DIz
WP RLX - JXRT— RZEE, DT - 1BIFEZ B

THD> SOy TRRBROEENR
B



- S

hx *A WHIRE cRET &P
1.08R 2022438 YIRRVERY
1.1hR 2022438 [ (3) Windows OSZCHADIBE] DREFIEDELEH=ZEE 18
BiRULELE,
[BEZIRET D] (CDWTBEEULELE, 19
1.2hR 202246H AL —>H—EXRSATICDODVWTTHALOEES®FBSELE | 0
lJ7_:0
AL —2H—EXRSATDIN—a> TPy IO T1>s | 3
EDOFIEEEFUE U,
TOTJ7AILORERNSEERERIERZEHUE LR, 15
[18.00+4 > T=RWEE] ZHIBRULELE. -
1.3kx 2022498 Microsoft OfficelEEtaEiREt (T, o=z TEFRLE LT, 0
8
9
10
11
1.4hR 2022118 [FIAYZ=27)LICDWT] I @D : EFIEEREEUINE] &8 | -
sStUFEULE.
O+ >DFEEMICH#EN. BHEEEHRLUELRE, 3
1.5hR 2023438 AL —2H—EBERXARSATOCHBLOFERZEHFUELE. 0
[ TRIREZIRE I D] (CDWVWTI = [BRVEDEICDLT] (CIE | 19
BE&EZEL., HR— Mz AICBBVWEDBWEE L BRICTEE
WeEEEWEBIEICDWGBRELEUE,
1.6hK 2023%F7H WebhSOERASMIFARECHEL. [FIRYZ27ILICDNWT] & -
BHUELE,
1.7hR 2023488 S Y AT T P REEEIRE TV EIBSE LE LTS, 6
1.8hR 20244%6H AL —>H—EXRSATIDTHFALOFESIC., Windows 0
I1—HD/)\XADJ—RUtv hMEEEUEISBSICDVWTGEBRE ULEUR.
AL —H—EBEXRSHAToO041 >, WeboOJ - > BIh 3-2
PERRSNBRVEEIC DV TOFERTIBREUE U,
Windows11THI UV O URKIC., [REL—2H—EX] DA 6
T3 —PRRESNRVEEIC DN TBRE ULEUT
REFZ A R ED—#EE - A — NI A)VITHEEEIREICHVER | 6
ZEHFUFELUE, 8-1
8-3
11-1
16
JOFI&EDpacT 7 FILHIGICHEL,. SZIEREEBRRLELR, | 16




=~

0. AL=SH-EZRSAT(EOWVWT  eeeeeeseccens 5
1. AN =SHY—EBIRGATDASAN=I  eeeeeeeeeeees 7
2. JOJPANDARR=)L  eeeeeeeeeeees 10
1. 5900-ReASRM=)V eeeeeeeeeeee. 10

2. B eeeeeeeeeaes 12

3. 004>  sesssssssssns 13
4. JAWIC1—  eeieeieeaees 17
5. ARINAICRREND VAL DIEREEA L — S H —EZRSATOFIIRRICONT .
............. 1

6. EAMMENS  iiiiiieeees 19
7. TANIPITTAICERTRENBTAAVEROIRIE  eeeeeeeeeeees 22
8. Microsoft Officex&#&#s  eeeeeeree... 23
9. E—IrMINOBEKEFACOVWT  eeeeeereren.. 31
1 0. Microsoft OfficelBI7A VIR OB —T7 AL EBEFIFRICDNT < 2o eeeecee--- 33
11, HEVDIOFIT L diieeeeeaaa, 35
1. FOTAE 0 eeeeeeeeeees 35

2. HEUHIFEFTODRTE =00 eeesesssscens 36

12, ATDSA>TOFIEH  eieeesessenns 39
13. BkRo®RRx  eeeeesesecees 41
14, EIHBEBEEOIANIDIERIICONT —  eeeeeeeceecns 42
15. BHEARBEFCIANINEEERENGI—> eeeeeeee.n... 45
16. JOJPAVORERNESEE eeeeececeene. 47
17. BEOZEAIOWVWT L eeeseseeeaes 49
18. XU dsReEDBIME  eeeeeerecenes 50
19. BEVEDEICDWVWT  eeesesaeee 52




nz KN —SH—EXRSATICDNT

ARL—H—EXRSATE A2 A =L BLEIFTT RO by TRE THAREER
7TV —-23>27TT,

CHRICHEEST. UTFOEERNHDET,

TTSER (1.72) )

n CHARREDT —SBTET—IEXY - ZZFIRA<EZWL.
BR(CT—IBITIDELZBNELTVNDT —FEXY —)LZZFAL S0,

BARL—SH—EXARSATHEFY—EANTYITO—-RIBESE. JE—-&
N—APZHBLET,

WindowsDZEENT KD, v b &R—X MRITEIC T 7 AILAE S BN HDFT .
D7) - TAINIOBEECHLOBEE, JE—IR—IANTAY—EZADT7YITO— R
R, JE—TN SHIRT 2L aHBLET.

B PCOREEICHEBNICA ML —SH—EXRSA T &ES., OJ1>EE<BWN
ZEE. UTOREERBL TS IEE L\,

(1) BEIOT A 2 E&EEOFFICLTLIZE0LY,

. M16.7O077AMILDEERNBTZEE | #SlRZE0)\,

(2) ARL—UB—EBEXRSAIT MUIR/OO 7D M &&RE,. JSOUHS
Web(ZT77O1EZX L. O70 haEBLUTLIES0N,

BARNL—SH—EXRSAITHSEFYH—EAAND7YIO—RBSVICAYT—ER
E7vIO—RENTWBR I 7AMILDFRAI MY ITROT IV —S 3> K BiRE
KTERWVNES(E. EBECHSHEVWEDELSEZ,
[—i& T A)LSO—)L] (CT. UTFToO—ILAERESNTULBIRENRNSDD, 1 DTH
HE(TIXD> TWVBRIHGE. EBICHELRWNGENSDDET,
(—EXFARBRICAREL TS [fRE] HHDERNMNETT, )
B A LT DOARBDOERS
B 7 MILDOY LARAILERSR
m 7 A)LDOTO)\ G+ DinHED
mJ7AI)LDAF o> 0O—-R/T7AILFT—FD5HED
m 71 BDOEE
m 7 )LOHIBR
m 7LDy IO—-R/ T 741 )AERK
7 MILOLESE. £E, FRE
AH—EXICFYITO-RESNTWBR I 7 (I =ZHETDHEEF. [—REIAILSY
O—J)L] (CTH—EXFIAMRBEICARL TS [5AHED | HEOERNMME T,

R ML—SHY—EXRSATCATIBEVWEDEEF. 19. BEVWSHEICD
WTI Z8RESL.




nz N—SH—EXRSATICDNT

@ cccEs (2/2) )

m X MNL—SH—EX RSA T hSMicrosoft OfficesEiEIEET,. Office I 71 I %&
BT RnNES. EBEICBBEVASDhELLIEZL.

[—R% T AJLS0O—)L] (CT [Microsoft Office Tir&E (DT IJhR) | DIERISHE
T“g_o

RARML—SY—EXRSAT LIC, DBOF—HIT7AIEERET S5 ETEITIX
SCUTLEEL

RARL—SY—EXRSATLETI7AIZHE, REEBRELULES, RENE
BRIRENBDIE. T7 I ZRNTVWBIFPITVUS—>3>ZMAUEERERDET,

mWindowsDI1—HD/)\XTJ—RUtY hME, UTOIS—hRRESNZIES

IS5—NE:
Windows1—H/\XDJ— RPNULzwv hanieied. RSATF—0FHAEICEE U E
L/j—:O
TFTEEFIMET [Cache] TAIISFE [Settings] TAINSIDBIERERBEL TS IEE L.
XPISFE

OWindows(CcH1>1> UEY,

@I1—YdDCache I AT D& EEZELET,
C:¥Users¥USERNAME¥AppData¥Local¥Storage Service Drive¥Cache
@1—HdSettings I A LI DERIZEELUE T,
C:¥Users¥USERNAME¥AppData¥Local¥Storage Service Drive¥Settings
@Windowsh's [(OJAT] F2& [(BA>7D K] ULET,
GWindowslcH1> 1 >%. A L—HB—EXRSAT(COTA4> U,
TS —HRRSNBENC EZHERLUE T,

O_2 )
BFvwSa1TJ71)LICDNT

AL —>U—EBEXRSATEO-DILICFvY VS a1 T 7 IV aFHBE R L— X REE %= T8
[CLTWLWEY,

O—AILDFvvSa1T7A0)LIEA—5 -2 E(CIES{EL TSI,
t&iﬁBWKD74>bfu%@@1—ﬁ—fﬁm%mégéﬁfﬁ?

1Y —ARADHES TEZBDHHAICLTNET,

ZDf=sH. WindowsdD1—HD/\XJ— RUtzwv hanizigsa.
FrwSaIdr7AIINEZESTERRDIT—NIEELUET,

B Windows®D1—H®dD [J{XDT—RUtw K (CDWLT

Windows®D1—HDIRFED/\ AT — RETNEHBEREIC,

WindowsDEIBE(CK D> T/ RDJ—REKELIECEZSUET,

([WindowsD> E1—4—DER]-[O0—-AIL1——&0)L—F-[1—5—]
I—HYHEOUvIUL. [JXRT— RDKE] TORIEE. Windows(CH1> 1> Ul
IA—HYERANTEMEUEBETSE [N\RDO—RUtY N &3S, EERHMEHARETT, )

X Windows®D1—HDIRTED/ AT — RO IZIRRET. /\RD— REZE I BHE(E.
[IXXD—RZE] &0, FEMIGERETT,




z N—SH—EZXRSATDA>AR—IL

AL —H—EXRSAITEHEODWindows PCYoWindows OS#EFES L TLVD
H—)UONASICA > A M=ILIBFIBECDWTHALET, UTD2 D5 I>0O0—RT
BDUWRTI,
« ANL—SH—EXRSATF7ITVH—>3>
- OI7AN
@ zzczm )
ZRL—SH—EZRSATDA >R h—ILIZWindowsDEBEIERNABETY .,
(FOT7AIVSIEBEERT(E <. —BI1—H—AERTA > A N—)LHTERET T, )

1. AY—EXDWeblcOTJ1> L. [W=I] »5 [PTUS—S32] =
v IUET,

2. ZHRAOSOEY MRICEDS I\ T —>ZZ Iy IULET.
Ao O—REEIEEVTRFLET.

A HAF—0— LA SF2L0-F

Windows OSDE W hMRIE. S RFTLANSTHRIIEEU,
X Windows 8.1MDi54& :
[Windows+—]+[X] Z# T — [ RFTLAL)EZTUvD
¥ Windows 10DBE :
[Windows+—]+[X] Z#d— [ XFTA)lZ0Uv DT - [FlllER]ZOU YD

Ev MNED TUWVRWMESEFA A R—ILBATEFEADT, TDOREFHIDOE Y MDD/ (w T—
SEHBRULTES0N,
N=23 B8 S EBEEF. VU - XENEEDEDZFEREE0,




z N—SH—EZXRSATDA>AR—IL

4. AO>O-RURRABML—ZH—EXRSATDA2RAN=ZZFTILOUY D
(f££g) LET.

- —_l'
I3
A=
-EAFF1T
1.0.16160
(x64-ja).msi

5(0 TICER )

AAR=SDITF7AIEEANN —ZH—EXARSATDON-23> 7y TR EDEHATHE
iS23 | A S

5. ARL—2H—-EXRSATDERFFHEEZNENTREINETT . ABTZZHEBVCE
&, [EAFHRZPNECARLEY] 20Uy oL, ANV IRFZ2ZDT v D
bga_o

[ AFL-IH-PRRFAT b7y T

X
7 Akl = =R, OERIERBERS T-CCEN
© fileforce

AN —SH—EARFAT YINIIFS LR

AP —SH—EZARSAT YIPOIF UTFIERYD
FITFIEVWNET) ZERATICLICLD, BEEIF
AKSAEVARECASEENEEDELET . A5
AREICRASENRWESRE. RAYIMIIF%ER
LRWTLEEW, KYI MITPRIPA I IA— AR
HLTEDET,

BEENASAEVARBEREFIBILERMLL

v

R TR £ () |

6. 1A=L RIEESNET,

[ AFL-IH-PRRFAT b7y T - X

Abb =3 —PRRSLT EL AR - e

AbL =S —EAR ST B VAR LU TOEY ., LEECHIFE(EL.

AR
|

R2(8) ()




z N—SH—EZXRSATDA>AR—IL

7. AAR=ILAEDDFELES [T RYZT Iy IUET,

18 AFL-IH-EXF51T wybTyT - x

© fileforce

APL—IHY—ERRFMT gybFPyT 04—k
MFET LELE

LTV O —RERE T TR, [T R EDROLEY,

8. PCOBEHZRDDIAYZ—IHERRENKT,
ILICHEH U TERWEAER [FW] RY>ZT Iy I ULFT,
BEEHEHIDIHSE [LWWR] IRFZIUYVIULET,

19 AL-YH-P AR T 2y t7y T X

AL =D AR ST (DT R E R T A, 2
AT LERRETDMENEIET, TOCERETAE S [
V] & BTFHTHEZETAEEE LA EP DL TES
AN

(@ cocEr

BRI DIFTCAIN—H-—EXRSATEFETEEE A,

O ccx2 )

TFIVUFTAHTMRY I NI T TRERCHEASNTWBISEE. XTI MUERSATZITILR
F 7 2 OIRDELVRIDOERNSEFENTBESICLTLIEEL,

Ml M1 7. a3 VUFWREDER] ZSR<TES0N,

X T)RAFv UIRENEMESNDIZUC, RFv2H{ROT 7 AILDY DT> O— RANEITEN.
BMENETIXDHEREMEN D DT T,

XA —ERCT7yTO-ReNZT7AILEHERFIAILAF TV IZ LU THEDFET,




7D774}b@4>7\ N—JL

JOJ7AILDOA > A R—=)LICDWTEHBULET,
AL —>H—EXRSATE. UTOTFTIUS—2 3> EEmET7MILEA A M=)L
FBDCETTHRHWEEZTREDICRDZET,

« ANL—SB—ERRSATFPITUHS—>3>
- JOIJ7AN

1. AY—EXDWeblcOJ1> L. [W=I] 5 [PTUS—S3>] 20Uy D
L/ig_o

2. BEEENSEREZRILETOI7AIILENRSDITOSD>O0-RU2 0720 UvIL
F9. 00— REZEELTREFELET,

o HAF—S— [ L1 SF2-0—-F

1. 99>0O0—-REARA M=

10



7’|:|77/r)w>4>7\ N—JL

4.

(@ oz )

Ao O—-RuJOIZ7AIINZEZSTILOUYIULET,

3

default (A+L—3
#—t'2).ff-profile

BEGOTOT 7 AIUIH > TILERDTZD. RBRICA A M—ILWeR<TOT 7L L
J7AIVENERDFET,

5.

[OK] RF>ZT Vv IULET.

€ AR -IH-PAEI(T X

TOT74) 'default (AN —SH—EX)' HEE(A
o AR IENEUR.

OK

11



7D774}b@4>7\ N—JL

2. mE

O 71 > XA N=ILDRICEREIERIFETT
—MI—T T NI RTDA A R—)LIBEJEET T,

ARL—SH—EBEXRRSATZFRTIINTOI—HZE(CTOTI7AIINDA A R—
JIVEEDKRETY

1BDOPCZEMZTHERLUTWVWBBEIX. ARNL—H—EXRSATEZFHITDIINT
DOF7HhI>hTOdA4> UL, JOT7A0I)L 214> XA M=)LLTLIEEU),

JOI770WEHES5004 VIDTRUEDZFRATICENTEET
—#E 157 NI hOBTRUSREZERY 35E. 1270T77 ML ZENEENZ
HCOEHNAITDCENTEFT,

12



|:|f7“4’ >

ARL—2H—-—EXRSAT(CLDOTA > HFELCDNTEHIBLET,

FUSHTTHAICRDZAER. 3. 1. FEA>Y—Y MATZ 3 2EE] ZEML
TLZE0,

HREBFDZS(E. 3. 2. OJA>HE] Z8RIZE,

1. #lElA > —3Y MATS 3 8E

FUSHTTHRHDBE., 1>5F—FRY NATSa>OZBEANANREERD., FiE 2 DDOAET
ZEOHETI,
> (1) IEFa1 VS5 #EDOWERDZEE (Windows Server OSCHFHDIBHE)
> (2) 4> —3Y hATZa>hS5EEEY 1 bBN
X Windows Server OSZCHAT. [EF1 VT 1 #ELOBRNEE TS RVNGE(E [1>
A=Y NATZ 3 >N SEREY 1 boiEN] ZFELTIZE0,

(1) IEEF 21U 1 8bDEBRDEE (Windows Server OSCHIFDIBE)

UTFoFIET. ZHARGE MEX] (CU. CHBRTRIC B3] CRULTSESL,
1. =)= R—2v—] ZicE

2. TO—IL9—)\] #oUwvw oL, [TIEFaUTassibiEk] o ] =2
w2

3. AdministratorZ)L—F &UsersI)IL—T % [A T (CL. [OK] oUW

2 VAL DadvFeE”

13



(2) 4>F—FY bATZ 3> SEFEFT bOEN
UTFDFIET, A>F—RY bATZ 3> OREZEELFT.
1. 13> ~O—=IWERILE 5 [A2F =y hATZ 3> | ZiLE

2. [CFaVUFa]l H#T=0Uvo., [EEEHTA N 20Uy oL, [OAK] Z
oI0v o

RHE-FERDICT S fIntomet Explorer DM B)E)
LANORATIAAG. | EEOLANE
FNTDY-VEREDL AN E AT E®

» i |
3. U1 MMIUTDURLZE [ERRAEAY A N (TEMU RG] 20Uy o

ERFHYAL x

about:security_Fileforce.Drive.Ul.exe I ——
https://*.cloud-nas.net
https://*.cloud-nas.biz

0 Wel 4 £ HEY- SBT3

[ Z0Y- o HE T - - (ios) ESEET B

4. [EBEHYA ] OF1UTo LRI [HE] UTFERD>TVD I EZERU.
[OK] RY>ZDOUY T

125-295 2793

&8 CRWTC THAY- Tv7YY @M T0794 BERT

ETRBERTARGEES 3Y- LR TR,

-5 WY 3 internet Explorer DM
LARDHAZIAAGD.. = Mo
FNTDY-VEREDL AN E AT E®

===
14



|:|/7“4’ >

ARL=—H—EXRSATCXDOT0A>HELCDVWTHRALET.

1. PClCOJa> U5, UTFToEE TR RSN, BEET SIY TWebOT 1 > H
ENTRRSNFET .

€ ARL-I9-¥RF347 091> - X

ARL=IY-EARSAT

FEF5..

EERILETSOYERTOT A SLTRZL. -

xBHN(CESH LR O EES

BDAORLAD [A] Z20Uv oL, ARNL—H—EXRSATD7AA%

BOUVOUET, XZa1—H5 [O914>] 20UV IUFET

& JoIrd..
IH270-5-ThK
THEHK
RIRROF 190

FIREERET 5.

POV e
w oty B

14:58 $
2021/05/10 1

ded fal = = —
(o CClER

2. OJA K&

IS990 TUEo>EHEEF. YUTOFIETWebOOT 1 > BEEZFRRLTLIES0,
QR EE~AZ X NI > THUET,

QHARIKNLAD [~] ZDOUWOUL, ANL—2B—ERRSATOT7AA>2HIUY
JUZEY,

OAZa—m5 [OT1>] #0UvwOLTLIZE0N,

2. WebOJ A >EET. OJ1>UFET,
X 2B PSRRI OBEH R RS NE. /NRAO— RZAN U 2BERIIZE MU ET .

@ oo

[Erl ol
Fam. Eotim - SomEo

Googla ¥ 179 FTO-

Eacabock Ay T

Microgat 1773 1 TOH-
B TS

H i

B v u

g 5 Y R

HEH 7 ;

7|3

HNEE i

HEEENE ¢
®

Active Directony P11 b EOIA 2

15



|:|f7“4’ >

2. OP01>5&%
3. WeboOJ+ >kIhté. JSOYTCUTOBEEAERRSNDE. O >MINTY,

v

Login Success!

AR—DFRAU TR,
A=Y —ERRSATZTHALLZSL.

(@ czczs )

B OO0 >R IIOBEARRSNAVNGS
TFa2UFWRKY T S TUTOBEHFEEIMLUTLIZEEU,

XEETDEICDWTE, BF2 YT H/RY T FORSEHERKTIARTTEREN
THEER S TEEN,

» IP7RL X :localhost (Ff=(d. 127.0.0.1)
> R— I :49152-65535

OJ & LRh— bpOJ(ClE. TSSO SWeblcOJ 1 OO &,
RSaATIhsOd+a > BC (70X N0 EE] oO0h 2 DEAENET,

2022005724 16:47:05

Tt s AT e iet e Web R T L e Ll
x Wiz e
N — " oo gV \
) Ao > ==
N l
dows NT 10,0, Wins4; x64) Apple\WeDKES37 35 (KHTAIL, ke Gecko) Chiomer101.0 4951 57 Safaris37 3

R KEE(CWebTOH A 2B HDIEA(F.
o omene E [Tgame || [POUA DB OF
RS I TOI4AVEEOOY HHENET,

4. PCOI\—RF+4 XD EICAT—EROHRENN DT> henFxz T,
NI heEnNd RSAJ%EF. CHAOTOT7AILICLKDRRDFET.

(EER 3
* e .

2

A

16



77r)b/5>‘|:“1—

TITOXTO—S5— EICERRSND I ALY OFEFHEICDWTHIALET,
AY—EX EICIEFEXRA4BEHEOI A IR REINET,

¥ oo ZhL-UH-EAZ)
v B3 -y gy | a

|5 70710 2205 BN |2
. :

[i= 709177205 | @

N=YFIITAILE

- BEECKDFFAI NI T (CERXSNDIBADT —FRER T ALY
- BEECKD/IN—VFILTAIS & [(AT] ([CHELTVDIBEFIFRR
- BT DI\ =V FILITAISINEBE (ISR

O oo )
0

BEECKD/I—VFILTAISFZ [AT] E/HELTVDIHEEFERREINEEA

JOSTORIANS UN=YFILTAILS)

cIIN=VFIL T AT TONEERDO T A)LS

OSSR —I%BEFL. BIITBRZET, AN EHEIT DI ENTHE
EXak:y-]

- FEELBICHBI D IAILY,

(FAICIZ. E1—YHPETDTIL—TF (T3 I DIERETENNE)

- [ HE] JAIISTDOTORENST —FREMRIGERD . T A IS DFARVERAD
T 74 ILOREN BT EE

- BHHBIT ALY (IZETEE - HIFRAE]
JOSTORIANLS

c EHHEFIAITRTOEE T ALY

- BEBLCKDFFAISN TV I —TDH IO T T A )L DIERA I fE
-SSR —HZBRFL. BINTDTET, HINEHBEIT DT LN TR

@ zcioEs )

JOZ 0 I AIGDERIE. BEBECKLKDHNZRITZI-YDHNEIETY,

17



DRI NLACRRSNBTA A DERAEA N —SH—EXRSATD
FAARSLICDULNT

ZDR=ZTEF PCOIRT BLACRRENDA N —ZH—-—EXARSAT D7
& BORRCIDA M —ZH—ERXRSATDFARTICDONTERIBLET,

SHRITLAADTAIAFE AL —2B—EXRSATOHARRZRLUTNET.

KRR
eguh i
T ASa>y | aoaE s RN
ATSA> | RKOTA> =
& AXSA> | OTJAE YU hENTNS

4| AYSa> | kOOa> | RUZbEnTLG

ATSA> — NI hEnTtund

ATSA> - NI hEnTuhign

18



HEARNIMELS

ARL—=H—EXRSATE. ¥YI> bR —ERDT7AIL - TAILFCH LT,
ER%. HIBR. B8 REVRFIXEZWindows &[EERDIRIEITIET
CHIRWEIZITET,

(&1 HAB] ALY US=VFILTAIS] A"D7IEX

1. TORTO-STHAY—EIMNYIT> heNTWB RSATZoUYIULET
TIAIKRTREZRSATIERIT> henFIH.
CHREDOTOT7AILCEIDIYDI> heNDd RSATREERDFET.

2. [2uHB] FE@. [(2HHE] & V=Y FILITAILSY] iRRESNET.
[X=YFIWITAIF] (F. FENFETSNTNDIEEDHRRSNET,

Toiz1

19



ﬂ%zl:m@@mﬁ

TORTO—-S(CKDIEE

ITANSIRZEIIY DI LT, TAIICT7AIEERT D ENTEET,

e °
; , —

F0ItFoR)

g ~

o_==_ )

BRIY>RIJOCT M5OI YS RADICKBIRECHEMGLTWNET,
B Windowsl1ZCHIAT, G0UvoULTHE [RbL—2H—EX] OXZa1—»
RRSNRVGE., [BOMDATS 3> =ME:R] #0UvIULTLIESLN,

B e

20



ﬂ%zl:am@mﬁ

SIHYAD T TR

SHADITVHRELTA ST MEERY S - BT/ D TLDIHE,
SHADITVDREWNGDITOTAICLD. AT—EXAT 7LD [HIFR - 58 -
g51b] VLW leEHiRFE. AL —SU—EXRSATNEIRIUE T,
(%100%DIRINZREET DEDTIIHDFE A, )

BAUEZE. UMTFOXSS 4 7OTMNRRS. HexO—HILPCORUIOTRICELS
AN =SB —EZARSATOREBAMELENET,
Fe. KY—EXANSHIABERANEEEEEEAA-)LBHENTT.

€ 2n-y-cas RBRFITAET RN, %
SUHLITTDREVIBBIES, 550157 MeBRUTIRE .

3 AP = [1F] -
! @ FERETITAET P REENZLR 1235~ ND: 240768c1-47c8-4fff-b206-5a24ad32571a
AERTOISLIER
J74)V% : explorer.exe
TPAIVIKR = C:¥Windows¥explorer.exe
J7AIVEBA : THAT0-5—

TRETOT | | RN, i
LI POMUEALD. B8, BRSNONIT RIS T A, RETIER

IR © XXXXXX
RS TOTSLOIR ; B#5R0S : Windows 10.0.19045
SHAZSE /i1l - 0OSOJA>1—-H4 : user

Drive/{—->3> : 1.0.19656.18018596
A=)L7RLR - email [ XXXXXXXXXXXXXXXXXX

oK Sent by HEFNEISVRAM -

EIRE (O ISE CHERTEE,
RE. BIEENSEFEINLTOCALHIMENNEZDI(Z I THZ IO AOEMIBRAINE T,
@ cccrs )

S Y AD T TR ZERIDCE. 122572 MEERU S — ] OFMMEEH(C,
AR—2B—-EXRSATZ/I\—-2321.0.19657UE(C 7Y TT— b T 2HENHDET,

RFaxX> bl Ea—
AN =Y —EZARSATNERF XY N E1 - HEBEDTFIANEIHET T,

X RFIAD N ET-HEBEDFHRCOWVWTE, TFIRYZ17L #BiFR (—Ax1—Y) [RFaxX>b
LE1—BERE ITAN—RIALSHERE] 1OT 3. RFIXD R E1—12BRRITEN,

@ zcicEs )
RS> R 1 —MEEEEA T30, AR —SH—ERRSATEN—3>
1.0.21000L4(C 7y F5— NS BRBABDET .




AR T 7 A)VNCRRSESND T A D> ETDIRIL

NI RENZAY—EXD T AT 7 AI)UE, BERRSND I 7L (Ch
AT UATFOT7AOAHERTRRSN,. T7AMIILDIRRZSMSBNTZUET,

Az

N

3
Eo

J7AI)L

TAILS

ra
v |
)

TJ7AI:
T7A)IH AT —EXITRESN. PCLEICH
FrwvIahdd (BEHEINTTLTULDS)

TJAIS :
TAIACIFZZCOT7A A ERRSNFEA

TJ714):

1. J7AILWEEAS—EXTRE SN TLR
2.PCEODT7AILERT—ERDT 71 )L AR—
3

(FEANE T LTULVRRLESD. EB SO ERFIDIA
RE(CEFTINTLVRWY)

TJAIS :

1. TJAILIWPCLICEET DN,
AH—EX(CTFEFE LR

2. TANABRFICHDIAIST ET7AILDHIC,
BEEANTE T L TULVRWEDN B D

XENT T IBETA N /'(a_ ENDDXT

F7AI:
AY—EX(CEFET DN
TLVRO

PCEICHvwvEaE

TAIE :

TANWASRTICHDIRTDIAIS ET7AILAN

PCEAT—EXEDETHREANTE TLTULD

22



EMicrosoft OfficeiEE

Office 7 77 1 )L ZMicrosoft Officei®# (C K D Office T 71 ILDT L E 1 —°fFE. Office
J7 1 )LOFRERR. . RRENTIETT,

@ czczm )
Microsoft Officei®E# (L. UTZEFELIEE0\,
X Office J 7 1 )LODFFFRNER. #RET DiZald. BIE—#HEAMIT Microsoft 770> ~
(Business Basic/App for business/Business Standard/ Business Premium)ht
%\gﬁjo
(L Ea1—DHDBEIFAETY, )

YRS —58EN T ALY O— )L THREDOH BFRRENNETY,
BTEABICDVNTIE, BIBERRICCHERIZES0,

7 A IIR(C K DEERTREIMREEILL T OEO T,

<{mEEHE

Open XML (.docx)
<270 (.docm) 1
OpenDocument (.odt)
Open XML (.xlIsx, .xlsb)
<20 (.xlsm) %2
OpenDocument (.ods)
Open XML (.pptXx, .ppsx)
OpenDocument (.odp)

<TLEa1—nDHulkE

Tt (.dotm, .dotx)

F> L —k (.pot, .potx)

<7270 (.pptm, .potm, .potx, .ppsm) *1

<ZEIR%iRETIHE

N1 (.doc) : .docx (CEIEiREETIEE
INAFU (XIS) 1 XIsx(CEHEIRETTAE
JNFY (.ppt, .pps) : .pptx(CEIRLIRET]HE

X1 NYIVODORTEEZFEE>TETREA.
X2 XOONMFET DHE. XPVOZABRULEI 7AILOIE—Z{RFITDLICKROSNET,
X 2022F 9K



ﬂMicrosoft OfficeiEE

ENENDFECDWTCHALET .

— _ [8.1.0fficeJ 7 - JLZMicrosoft OfficeT
mmLEWSE WETS] EBREEL,

AREELEVS » 8.2 FIRHEEE] ZBREEL.

|IHZ 7 1 JLEZT D Office

5 (L% 8.3.Microsoft OfficelB T 7 1 LR DIRE]

ZBREZ L,

wELEVLAIZ
@ zzczm )

m Microsoft Officei@iEtkae (C LD 0fficeTJ 7 1)L DIRER (E—ERIPF T
IN==3 > T7AIVAMERREN. RET TRIC/I\—>3 > T 71)LDE
BMZzEITUET,

HHICDWTIE. TRIRBYZ=Z277)L &R (—&I1—Y) [WebJ>

Y] 1 @ [10.4. Microsoft Officex@EERLEE (C LB Office T 71 )LD
RERF] ZSBIZEN,

m RS I 50ffice D 7 A ILOFREERK (EARBI T,
FARVERR (FWebM 5L T IZ S0,

m Microsoft Officei@i&E#kae TOffice T 7 1)L ZiRER(CRZ T 71ILD
FEZFREFTEEzEA.

JJ‘F@A:DEQ%TEIDD‘%%?—ETL BB THRIFSNE T,

€ AH-TY-PAF{T

FEH TSRS
‘t —HCdo TR LY ')
P(‘ \ﬁﬁ fj {W)% EL FICEBL

2022-09-01
15—20—50),Dp

| OK

m Microsoft OfficeiEBE#EEE TOffice T 7T IL = iRER (CHIBR TEFE A,

€ AR-IY-PREFT X

TPANIHBEEINTUE D, HIBRTEZEATUR

! Z:¥2t 2 aYiBHY¥sample¥sample.pptx

m Microsoft Officel_#’fzkz ECOfficeJ 7 1) ZiRER (CHRETRD T 7 1
I UEES. BEGICREGRENRMRENET,

24



1. OfficeZJ 71 JLZMicrosoft Office CiRET D

AL —>H—EXRSA I TIREDRER D 7 1 ILAZDOffice 7 7 -1 )L ZMicrosoft
OfficeidEE (C K DIREIT D HEICDODVWTEHALET .

1. WEULWOfficeJ71MILEHEI UYL,
[(ARL—2H—EX] - [MicrosoftOO% I SOYTIRET D] =0V oIULET,

=T~ s | sample - [u] X
AL #E  ®E [

W JSA03L- T FLWPATL ~ @nc- HyswER
L] onvey | e X = v Vi

2 @ f . . vabmke . RIRWE
199 PIUR - Uk W-% AR AH L Tt 1 s
% oy OEE  IANF- oM EHOAVHL
99 TH-F ] #n B ER
« v 4 [« A > sample v o
D 22-995 A W B 6 L1 91X
25 Local Disk (C) R . o 3k8
~ AN~IH-V2FI1T 2) = 20039+ o 51 0 KB
W I B o00x TN 51 @
@ xur9-7 = ARy if’m 1:58 S KB
8 IR0 S B sample o 20 326 3K8
o THE ) sample, 3 SWPe THA 49 39K8
82 sample [Tl

@ ccczs )

. Microsoft Officex@#ECF A (C (L. Office I 7 A ILABCE SN TWLWD I AILA(C
[Microsoft Office Tiw&E (DT ThR) | OERINIUVETT,
FIATERVNGE(E. BIEERKRICSTHESIZE0V,

2. ¥EFAEET. Office I 71 ILERULTULD T SIY TMicrosoft 717> NOREEH
EITSNTULRWVLNEES (( BULKIE. Microsoft 70> MORSEOEARMNMINTULZIEE
) . Mlcrosofth'j/ NOFZREENERENE T,

EIPLTRTTY ...

USRI 414 MRS T SICH, EAD Office 365 M TS iibE TS

Microsoft 71> bDFREEZEEL TS ZSUL\,

25



EMicrosoft OfficeiEE

1. OfficeZJ 71 JLZMicrosoft Office CiRET D

3. WEBEHENRRINET . WERTRE. TSOYDHYTZECDN. BEALEDXR
F2xII)vIULET,

MA~Y—217I)L

#4. 2R

26



EMicrosoft OfficeiEE

2. FIFFRE

& U T 7 )% Microsoft OfficeiEiEtkEE TiREZ I D&, RHRENRIGEERADET,

<ATADIEIE>

8% (At + Q

=

] e_-—.‘

BARCEH

1BA 1EE TH1 nEx FPoA=>3> A3AK 2a— i) E2

AEREESHELTNS1—Y
M s N S
EIEET T

T IR R3OS
et

I7AL R—Lh

9 O

@ wLnzs<kv Bv @

: 4

HMEXYZ27)L

4. 2l
. ERE I -TEEE
PowerPointdiz &,
BIHREL TLBIR—H
R 0]EE T 9,
Micosoft 74— )y oeite 2% [ 8 ¥ & &

<B=ADIEHE>

I7 AL K—hA WA HE FF1> U0ER Fox-va> R5fFva- B BR AT ges | @9 T v
‘ Yv [ 3 wLLxSIEy @y @ B Ev By Pv| -
1 (4]
|
2R—>H
EEEE

FEEHREL CLWDI—ININTHITZRAL D, FEEFBEEEAELEDOXRI>ZIUYITS
CHRER T E1RDFET,



EMicrosoft OfficeiEE

3. Microsoft Officeld T 7 1 LR DIRE

Microsoft OfficedIH T 7 1 JLER(XIs, doc, pptEF)DiRER. J7 1ILAITZDEEXE TR
oI 7AIVERICEBTEREN., BNz 7AMILAERENE T,

( [2003pp.ppt] DiFE(E. [2003pp.pptx] [CEETEBRESNE I ALY (CRESNE
9, €D, [2003pp.pptx] MRESNET., [ 2003pp.ppt | (FEDEFKDET,
X9 TIC [ 2003pp.pptx | AEITAILFICEEESTNTULDHEE(E.
[ 2003pp(1). pptx | (CEHENFET, )

Microsoft OfficedIB T 7 1 JLAZR (xIs, doc, pptE)NSTEFHD T 7 IV ICER L. iR
EIB3FIRIUATDEDTT,

@ zzioEx )
BED 7 IERCERL, RETBCERESNTNS IAISC

[Microsoft Office TR&E (DT Jhr) 1 & [Microsoft Office THFRIER (DT
hR) 1 OERNMNUNETT,

FMATERMZE(F. EEERCTHER TS0,

1. WEULW\Office D7 1MILE2RI UYL,

1y 3 - RO 3,
— — - ol \
(ARL—SY—EX] [MicrosoftOO%&7 SOYTHL] Z20UvIUFET,
J 1 s | sample o X
P °
\J we JEADIE - x -I mHLOTTAT [N @ HErrtERr
[ ¥a-thvte * L £ va-tayk - R SRR
5 FOER V- EEUGHY BE% IV-%  Hk &8 #FLw 701554 - EROTYER
% Y OEE I~ o RE - ‘
FYyTH-K 3] B =R
« v B3« EA > sample v v sampleqR%:
= ErFy i H4A
B Eﬂ B 2003pp.ppt = 103 k8
b 2=y & 20037-77 9725 308
&5 Local Disk (C) & 20033 doc %:lﬁ](N)
= DFIP)
o AF-TH-EREHT @) @ A EER.pdl il
W 31T & sample.docx o el " 2
& 79h-7 3 semplepptx Skype THHE : erPoin
E8 3vh0-Jk SR 81 samplexlsx Bl FfaxvkLEa-ofeeL.
o ThiE € ARL-JH-ER S X _
WX S ® Microsol ft 139V TRE
ERU) >

2. JLEa—FE—RTOffice I7 A ILIRRENET .

WENBOBEF, T5DOTDYITZEUDH. BEALEDOXRI>ZIUYIULET.

FRA~_—a17)L

28



nMicrosoft OfficeiEE

3. Microsoft Officeld T 7 f LR DiRE

3. UTFOHRETHREE—RICUDEXZLET,
<Word> BIEHA LD [fRE] RY>2ZTIvIULFET,

f— @ zanemz b=

FR~YZ—a17)L

4, 28

<Excel>BEERD ME] RY>Z2IUvIUL. =5(C lHR&El 20 Vv IULFET.

HMEXZ27IL

4. 28

<PowerPoint> BiEA LD [TSOYTRE] RI>=2ITUVIUET,

FRI =27

29



nMicrosoft OfficeiEE

3. Microsoft Officeld T 7 f LR DiRE

4. ZHWHERDYAT7OTNRRENET, [STSEH] RY>Z2oUvIULET,

20039

5. T TRUTOLSBEENFRRSNET . [REZHIEID] RY>ZTIvIL
E3C

[2003pp.pptx | [CZBENF LI,

6. MEEENERRINET. BERTEL. T390 TZHU0 3N, BEALDXR
2w IOIUvILET,

XHEIFIFERE T, OfficeT 71 )LZFWTWB IS IHY TMicrosoft 77 50> SDFREENE
ITENTULRWNEES (BEUL (& Microsoft 70> ROREIOEABEMNTINTULEISEES)
Microsoft 7 > RDFREENERESNF I DT, Microsoft7 0> hDFREZEERM UL T <
=y AN

HMEA~Y—17IL

30



Bl—2 7 A )LOREFFIFEC DT

TJ7AI—)\DFE., REFOIT7AILZROI—IHHL< & [FRAHED ] ERDRE
TEFEEBAN., ANL—2H—EBEXRSATDE. BEERZFEDODI—YHR—TJ71J)LICHE
BF(C5 X b ThRMDMicrosoft Office 577 Ot A LTena.  [HHFED | TE>RL., &
EnJEEIMRRE T I 7ML ZHEE T,

el

AL =25 —EXRSATTI7AILOREERZFHDI-—IN T 7Lzl & fw&k
heHErLOY D7t REATZRELEI,

BN SIREER A D1 —UNE— I 7 (LR &, "HHI0"T3/3 < RERHMIRLE
TERRSNET, #HEHVE1-PHREERERFT 5L, BBNCT 7 LEEE
B URE T BHEH B TRDET,
ZONR—STRA—I 7 IV ERECRIAUZSE0BEC DOV THBLET.

(@ cccEs )

EIRHREMEEZ CFIADIZE(E. Microsoft OfficedE ke z ZFIAHA TS,
s, 18.2.FAsRE] =22 ICEN.

[B—2 7 1) LEEFI R DEME

B—2J7 I ZEZI-YHFRALEEE. BHSEWCI—YI(C@ET 7 1ILZRVZERIC
BIFFHAZHSEDI AV - RRSNET,

€ ARL-IH-ERF31T X

@1 —HHERTTY.

&; ?Fﬁmﬂub' IRl

(Diﬂﬂ%[ EEELFETEIOTPA UGB UICM '& CEEENIT ¢
53 rexrtraXgna crn F-8-B 8§-5-#).doc

REDIPAILIR
Z: Y‘? 1! i#Ysamplv.doLx

L]

RRSNBIAYVE-SORTAE :

WER—J 7 AAIILZ2MBOI—YHFBL TS EDEN

WARVWCTWD I 7ML ZRELV LES UBES. J7MIILENESNICEELLRDT LD
S

BEINICEELRD T 71 IIADK :
ZERIDI 7 IL&(EHNS T 7 1)Lz cOJ -+ >ID F-A-H-K-2-1) ik F

31



Bl— 271 I)LDEFIRIC DT
E—2J 7 )LEEFAREOENE (JclCMicrosoft OfficelEBE THRMN TUL\DIES)

$E(CMicrosoft OfficeiEiE TRNMN TULBOffice I 7 A ILEFT R My ThROTZ T U —>
3> THCOEURSES. BhSHEWEI—Y(CE T 7L z2HWCRICRRFBZIS E
BAYVET—IHRRESNET,

€ ALL-TH-EAFFT X
N="M sample.docx [RITFOI-HFHFASA L THRERTT
-a !
1 7iROMicrosoft Office TR TIEIRT NI, LE2I1— e HEHREN TS,

BE, COFEF AT PIITHEEL, FBELETL BRNICLITFOLIBEETTHULIPAIUIC

FiFenzy :

sample (i - - = ——— = F-H-H H-9-#).docx
REDTIPAIIA

Z: ¥ HEEYMicrosoft Office¥sample.docx

Dr7iEOMicrosoft OfficeTHIC | | COEERETS

EFRXYE-—STRRSNDRIZ(EUATOED T,

) 1 J kRDMicrosoft OfficeThHIKL :
BIED T S (CTMicrosoft Officehs J 7 A LA INE T,
X¥O—HJILPCOT T U —2 3> (FEFTHUSNETADTH U TLIESEL,

CDFFRET S:

O—AIILPCOF TV —23 > THRERIREIC/IADF T,

mELULESURBE. J7MIILARUTERDET,

EERIOIT 7 A IV& (M5 T 71 )L2RMnzOJ -+ >ID F£-A-8-K-9-1) JL5EF

32



11 0) Microsoft Officeld 7 7 - JLFZRDE— T 7 - JLEBEFIR(C DT

CDR—ZT(FIMicrosoft OfficelH T 7 1 )LAZ (XIS, docEF)D T 7 1 I)L7%=
B (C5 X2 v ThRDMicrosoft Office SFIA UTEBROBMEC DWW TERBALE T,

Microsoft OfficedIB T 7 1 JLFZR(XIs, docE)(E. T 7 MILZRWERIC 1Y DiEik%zE
EFADMRERO>TWVWBIESH., B—T 7/ zEFCHE. REEEI ITI77I)LZEUCT
B, BENC T 7AILNBIE THREEINET.

@ caiczs )
Microsoft Office2007LABED T 7 1 ILERZCFIBAWEEL CETRRZR I 7 1ILOREFZ
gD ENTEET,

[B— 2 77 )L E I FIBF D EME

B—J7 )L ZEECHWCEE. 8BS I7MIILZEWZI—Y(C(E
BFFBZANSEDI AV E—HRRESNET,

Py o

RKERSNBAAYVE—>ORA :

RER—J7 I ZoI1—HFIBELU TS EDOREN

FREIBERAWVWTWB I 7MILEREUVLEES URBE. J7MIILEAHBESNICERTLRD
ZEDEN

BEIR(CEEENS I 7(IL4A :
EERIOIT 71L&
(BT 7AW zOJA>ID F - A - B - B - 9 - 8).355F

33



11 0] Microsoft Officeld 7 7 1 L. DE— T 7 1 JLEBEFIRIC DN T

7V EwEUVR LTSRS

"D —IMMERPRE ORI TRE T D"FZBHI DAY E—INKRRSN. T7
TR TRIEFESNE T,

[ € arL-s9-ear317 % | h [ B
Z:¥ gt ¥sample¥sample2003.doc * U X ' .{“_ ] o :;s
2499 7003 1 o on B Am KL g 5 e
%} COTPA OIS TRRPERS, f0 o " "
PCTEELTLY: IPALOERTE L T LR BUEL
Ie:

sample2003 (1~ -—mir_ =l

2021-05-10 16-56-02).dac
oK

34



LB ODFRT

AL =Y —EXRSATTOHRBY > ODFREITHECDNTHRALET,

1. HBYUSOZFEITUIZWI 7LV eR o' v I,
[RRL—2H—ER] - [HREYSODOHIT] 20Uy IULFET,

22 sample 9:49 Microsoft Word 30 & 2
@ sample <) 9:49 Microsoft PowerPoin... 3
£ .
sample =) 11:32 Microsof ft Excel 72/7... 1
HRN)

EDRIP)

EEW)

@ zzicxs )

[(2HIB] TAILIRNDIT 7L ZHBEITD(CE. BEECKD (HBYIDHE
7] OFEINBELIRDFET,

[(RBYU>IDFT] OFINEWNGEEF. T7AIILZET )y IUTEAZ1—D
FIC [RRL—=2B—EX] FFRRESNFEE A

IN=VFILIT AN DIHE. T7A(ILOHEBIEEETI,

2. BT I 7AMIDT7 O3> "HEL. RN RYZZIUYITUET,

O3 >ER :
- JLEa— HEIZ3T7MILICHUT L E1—DAH%Fn] I DigEa(0ER
A9 O—-R HBEIBZIT7AILICHULAY D> O— REHFT]ITDIHEIEIR

BV IDRT
RITIF AN FOSIAVRE

AL

3. HEUZODRITHEDERL., RY2ZI IV IULET,

35



LB ODFRT

2. EBYUSIORITDHRE

> D@ EE

FEITABDHER
HBVZODURLDAHFEITU. FITURLI D TERIEA—IL TEETDFICIDHET D
73ETY,

V> 0%&A—I)VTXE
AY—EINSHBY > UDURLZEEH UTZA—ILEXET D3E T,

S EFOZITE MR & EBOZTE
JZT-F [ &
1PFELZ @ REEE

EREE
B 77z=>smEn:
]
E3

[FITABTOMHR] ([CKDY > DOD@HAEE

1. IR ZHREL. [HBYSODURLEFEIT] RY>ZIUYIULET,

U J%ERiT

faz]

HEEE 2021/03/10 15:34~2021/03/17 15:34

FOza 2 HIRER

AFzax BETEA - 2L
ROI7ZILUAL
F70L JLba—  govo-k
#RExcelalsx

B3 FHUIOURLZET

36



LB ODFRT

2. EBYUSIORITDHRE

2. URLD'EITENDDT, [JUYITR—RECOE—RIZZIVUYVIULET,
HeU>o ®

Uz
hitps:iic48dcdb5&id=04aaff45/0674173802f8717eeeaf3bd

| 5y Th—Rlear— |

3. X)LV T hZEFAL. HEERCXELET.
OE—UURLZ X —)LAX(CAEDS T, HBERICHSHMSELET.

(V2D A—)LTXE] [CLBDIDDBHTTE

1. XEFXODANBEENRRESNE T, AN [XERABOHER] 20Uy IULET.

EEERE

U FOURLEENAITIEET BT L TEET.
MORETHETSELLE I, (2202

- |

(@ zcezs )

AwZ—=0 #URLABRS(CIE. HEBYU > ODURLSEENIC AN ESNE I D THIBRLIRNT
<FEEW\, BOTHIBRLTUFE O EHE(F. [URLZIEA] Z20UwOULTLESU,

- [EEXZERA] 20Uy 0335 L, FRICERUTHWEERE ZAYZ-2E U THATS
 BHCEFT.

37



LB ODFRT

2. EBYUSIORITDHRE

2. [TURLZRERITUCXE] RY>Z2ITVYIULFET,

U ERT
L2
-:-:
Bee
wE LETS
Som — RS ] xT.
- ETEAT. LT L LY e
ot
Ll HIRAIH 15 0D
mpEn
-]
ATl WEAE - L
REIFrARUALF
Fidas  FOLO-F
B WL s [ ~] =
L] L AL TR

3. OKZTUYIOULFET (A—)UICEHSNIZURLIER TEET . )

HEUT x

Uz
https:/ic48dcOb5&id=04aaff4510674173802f97 17eceal3b8

Uy Fi—Flcar—

4. HBHEKIC, FBECEATIA-INEY—EINSESNET,

IFTNRBOEHSE » #aEes & @
e 2| e el g - ) T .
- ]
I | - - PR B RO s AT AT,
w2 LS LE VTSR
[ () wheled
- » L




L A TSA > TOFIA

ARL—2H—EXRSATZATSA > THRATDIHECDONWTHRBLET,

AY—EXINPCICNT> b, AL —H—-EXRSATZA> S > THALZE.
PCECHF v amMEoTWBI7AILEATSA > TOFABMNEIETT

AT SA EFDFRR

Xye—>
ATSA>DIHE. PCOBEA T (CUTORIBEAY Z—IMNRRENET,

ARV=-IY-PARS1T
A ARL—IY—PARTATEATFAV T,

Storage Service Drive

ZA4d>
DRI NADTAIAUIUTDOLIRBRREEDET.

©

FIRGE
T7AIVOWREFAS SA B ERRRICITD ZENAIRET T,

@ zzicEs )

RENTIRER T 7 )LIE 77> Q NHBIEEDHTT,

(' =0

ATSAEEHEY D ODRTIITETEA.




L A TSA > TOFIA

ATSAZDEAZSA (TR OTZESDEE)

5 —4 DEH
AT SA DEOEFAEE. REASSA RO ZRRTAT—EANRMRENFT ., A
ITSAZNBASSAINEDNDE, UTOLSIRAYE—HEEAT (CRRSNET,

; ARL=-IY-EAFF1T
| AR -IY—EPARSITEAYS1ITT,

Storage Service Drive

Fle. IR LAADT A AEBUTDRIBRRINENDDET,

EHDR
A2 S AU—EXEFBABRNEN D EBEE. BEIN(C [EHRKEI TAILIH
ER =N, AR ENRN > ET—INMRESNE T,

40



LS ETRRORR

ZRL—SH—EXRSAT T}, EREEAIRNTLVENT 7 ILIEET SEECHN
T ZOIT7AILRICEET ZTRTDI AL CHUT, KBBOZEENG S EET
IPAI> @ HEranNET,

B M 5 | Z¥e i HBY¥sample _ O X
7710 TS T S (%)
» |J Wl /CADIE - x B #HLWFATA - @ ilpa¢ - EHTNTER
- [l Y3-MhyhOBEY I - 1 va-tagk~ = SRR
9497 7R J€- BEYLIN BEE % KR &R #HLL J0i571 - SEROTIEZ
EvEnES % YRy OEE  FANI- pEE O ERODIER
JUyTR-F =3 g B¢ ER
<« v B« 2##EE > sample v O £ sampleDi®®
# 490 TR S EE EEEE s 4
wpc 9 sample.docx 2021/05/10 17:13 Microsoft Word XX &
sample: .doc 2021/05/10 16:49 Microsoft Word 97-2...
B3 ATV
¥ 99v0-F
W 727+yT
& FEaxvk
= EyFe
B era
b 21-9vg
i 5 Local Disk (C:
o ARL=IH-LRFS1T (Z)
v < >
2 RS =

41



L RSB OD T o4 )L DAERSE(C DT

AY—EXDOREENKBE U EEOEICDNTEHRIBLET .

A —EINT —HOEFN TSN > eime. BEINIC [EHKK] TAILIMEREN
FI. AU—EXROHRAFECKD [EBHFEKK] TAILTDIERTRFIRZDET,

(B TA IS DIERSE

—VIFILITAIWSIRA> DIHE
[BFFEM] TAILAE =Y FILITAIF] AR ENET,

—VIFILITAINIRA T DIHFE
(EFEM] TAILY S [RE] TAI)LY EBAUBEICERENET,

I AIIMERRESNDBE, UTDOXRDIRYAT7OTAvE—NET, ez I AL
S DGRBS NFE T,

€ AFL-IH-ERAKI1T X
ZYEHIFYPIUANEY1g.2ip
! ZOTANAFBIPANOTOBRFRCHTEFIEA

Rt ieth, COPCTIT-IiBEERE
'ZNEHEEYPICAEYL0.2ip' [EMLELE.

—

(' =0
[EBEREB] TAIY (CRENTZT—H(EBIHNCTTORGFLEICEBEIT D EEH
DEBADT., FETT—FZBELTIZE0N,

42



BIEALBNEED T A )L DIERLFEIC DL T

(£#t3t7)] CAUBEICHS [EHXK] ITAINFIDRMICDONT

K=V FILTAINAFZATICUTWLDIHE, [BFER] JA)L5E [£#FE] JAIL5
ERICEE(CIE ENE Y,

[(2HRB] TAILYERUKEECHD [BFMEKBM] TJAILTIADT 7 AILIF. AY—EX
ERBANENTVIRWRRETRESNE T

(E#HREM] T ALY FKREBDEH NG D EZRIT RN A AHRRSNET,
ZDEH. [BIMERM] TAIISYEHEEUEHBE. TAISIADIT7AILEERD T EERD
SIS

[EHEM] TAILYCRESNTVND I 7AILIE. EUWVMRERATE—-URE
LTLIEE0N,

(B TAINFIATDI 7 IViEsE

[(2HRB] TAILYERUHEECHD [BFMEKBM] TAILY (TRESNTVD T 71ILE
. RO EBATHLZS, REZREUVREFIDZLETETEA

[E#HRKM] TAILYADT 7 AILZEUMREFRATIE- LT, REL TS0,




BIEALBNEED T A )L DIERLFEIC DL T

(EFRM] TAINIDHKT BEE

ARL—2H—EXRSATZT72AAM=ILU. BA2AM—ILTDE [BHEKM] D
AILIDEIBREND . [BIEM] TAILTADT 7 ILEEERULET.

44



FIEARENEE (C D A LI BEEMERR =S/ (5 —

[EFEM] TAILIPEDKSIMGE(CIERSNDDMNCDNTERALET .
BRI T A LI BN SNDI5

T 7 A IURTFEF I A IIVINDT D ZHEDRL

ATSA>TIF7AIERELTVWBHEIC, MO —HF—(CKDT7AILDREFLTAILS
DHERZZEBE N ITCATERLBOEHFE(E. REIA> S B IR —EX EREZ
o EBR. TR DIRFHLEITAIINT 7A IV ERE TSRV, [BEFRE] JAIL5(C
TJ7A)VIRESNET,

FAH—EANFRETEDI I7MIBOLRERBITUEDE
AH—EZNRETETDI T 7LD LERF1ITAILSFAIC
&AX10,000071)L T,

FAT 54 BC10,000T 7 1)L EERR. F(FFRFRIAINSICIT TICIT7AILMRE
SNTHD, ATSA>THERUIZT 7AILEEELT10,0000 7 ML ZBR DIHE(E.
AY—EINRETED T 7AMIVBOLRZBRITCUEDEH. ASAUHFICIS— LR
DX,

ZDBE. 10,0000 7 AILEBZI=DICDVWTIFAY—EX LICEkEND [E#Rki]
TAIACRESTNZET,

B :
AT SA 86,0000 7L EERMR L. KH—EX EDRFHL T AILS(C5,0000 7 1)L
MEREBHDSGS

R .

A>2SA>E. ATSAECERKRLTIZ6,0000 7 7)LAD1,0000 7 1)L [EFrSE]
TAINACRESINE T, EOT7AILD [BFREE] T AILINRE 2D HEEEADIR
TICKDET,

45



FIEARENEE (C D A LI BEEMERR =S/ (5 —

AY—EANRETE 3 IANIBDOEREBATLUEOIE

A —EINRETE D ITAIYERDOLREFLIT ALK
& A1,0000A4)LYTT,

AT SAKEC1,000T ALY EER. FIRFREFEFT I AT (CTTICTAILIN

B/EHD., AZSATHER U I AT EEELTL,000T A4 LY ZBR DHEE.

AG—EINRETEDITAINAIBDOLRZBI TCUEDEH. ASAURICIS—
EIRDFET,

46



e JOJ7AILD

=JLr==

asZ AE

HEEE

JOJ 7 AIILORERNTEESECDNTHRALET,

JOI77AIUEA > A =)Ll

- =y 2T
(o CCIGER ]

BIRENEEZO ULIEEDOAHZEENTIRET I,

ZEAIEERIEH
RSAIXF
AF— K7V ITECBEFNCOITM>TD
BEADFrvI 11X
JOF>Y—/)\— FIA7ZRLX, 1—H5—-%&. JIXT—R)

THEI D

—=ru=s

cax iE

DZEENFRETY

ST
XF

S AT LBEE

ZRSA4J

HNRE LEKTE

D-ZHNTHED RS IXFZER

RY— 7y TRECEBNCOTA>TD

ON (ZZAJ)Lb) B8OJ1>93
OFF : B&IOJ 1> L&)

BRAD S AT LBEE 30GB

Frva

B4 X DR ILNETE FEOFvrvS 1A% AN

S 257 ABEE AH—ERICHEEEETS

JO+3H—)\D .

. PRLZ 7 RLZDAA

_} (_ === . .

B NATLEE |1—54% I—H2%2 AN

JERTJ—R JSZT— REAH

- =Sy X
o cClSER=R ]

SAFLAREDER. BEEMEKRLIZTOT 7 AILORSICTHIFLET,

0 ==

JOF+25—)\D7 RLAIC, pacTd 7 )LDOURLZIEERIRET I,

47



L6 O 71 IILDBERNSZEE

EESE

1. RO LAADARS—ERDT7AA>ZET VYT U,
TUET,

aJq>...
LR/ 00 7 1
JOJ7A ...
IHAT0-7—TRHK
T3 TRC

By bb1—%2RK
RO F vl
BRERIRE 5.

2. BEIDEEHZREL. [OK] RY>ZIUVIULFET,

€ ARL-TY-ERF5{T TOTP1N - X
ZoJOIPAVEBRLTOI(>T5: | € default (RFL-ZH-t ~ Enl-- IR
BREE | T0FooiGE | JOIrVER

XU ORE

F54TxF: Z v [V 25—t Py TESICEEIC0T A>T 5

FruT 10T
FrySaOER . |0-ALTA7 (C)
BAOFrys194Z : 30 GB

5GB 207 GB

Version 1 1616(

(OT74A)\] 200wy

48



BEFHOZEL(C DT

T—HEAN—ZH—EXRSAINREUFAAT DI CEICKDRET DIEADEER
(CDVWCERILET .

Microsoft Excel 3B 7w IR DF

AY—EXT@E. T7AMIIZR<EBEPREDYA DI CIDENRIRDIZH. HE
T OSREDFRBIHER L TH D FE A

HET vV OMENBM RO TVWBD I 7ML AL —2B—-EX RS AT TiRERMIE
ZRRATET ., BRI Y TRAKCT7MIILZRWZIZEEIC. 8BS T 7 1)LV
—UNBHNFRRSNEE A

Microsoft Office IBZ 77 1)Lz DF

AH—EXTI(E. Microsoft Office IBD 7 1)L D T 7 1)L : .doc, .xIs)Z EIRF(C
HUIEEREZ U< CTEE#NICHIZ TREFESNE T,

$7U U \Microsoft Office 7 -1)LE (B : .docx, .xIsx)DinE. BERFICH\WTEIRES
URRTNIEBEEIN (CRIZ TRESND CEETTVEBADT. TJ7MIILERDEE(CD
WCTHREF < TIZE0N,

49



e T U o s SRR

ARL=SH—EZRRSATA SR h—ILig, FIBT BRI TSRV EF 1Y
T RO EETRAVELET

 ARY—ERICTYIO—RENZIT 7 IUBHE DA ILAF Ty IMTONTOET,

TFI1 T H/WRY T NI TV DRAFv VBRINETE

TFIVUFTAWRY T DT P ORIBERE(CEID. AL —HB—EXRSAITN IS
NIEUSEMEUIRVMZES. CHIFADPCOEMEICREZ RIF I AIREEN DD FT .

ZDlEH. AL —H—EXRSATOTHAGIC. CHRAOEFIUFToRY I ~
DITTICTCRSAIIIORMUERSATRESVICTRAF VY UBRARRI A IS %,
DAILARF v > DFIRN ERDEDEEEBFBENNELUET,

AT S BRARRI ALY

« C:¥Program Files¥Fileforce Drive

« C:¥ProgramData¥Fileforce Drive

« C:¥Users¥%user%¥AppData¥Local¥Storage Service Drive

BRI TEDHEICDVWTIE, CHADODEFIVUSTAWRY I RNITT7DA—H—KD
RSN THDETIBRE RIS,
@ cziczs )

ProgramDataJ # /L% . AppData A LA (ERBUIAISFTIDT. BLIAILSYEIERR
[CUTWBIGEERRITDEDOPCOFREZZEEL TCLZELN,

@ czicxa )
{USERNAME}IPC(COJ 1> L TWBRI1—H&ZTT,
Bz (X, sample TPCICOT> L TWBHBE. BRINTIRIAILFETTFEERDET,

« C:¥Users¥sample¥AppData¥Local¥Storage Service Drive

50



e T U o s SRR

T2V XRY T I T 7 OEEERRINSTE

TFIVUTAMRY DT MO T TV OEBEREECKID. AML—25—EXRSATHIE
U <EMEULIRWEIEEMEN' S D FE T

ZDRH. AR —SH—EXRSAITHARIC. CHAOEFIUT BV T ~
DI FICTTFRI 7L OEBERRIETEESBONZUET,

FEEERBFEARRI 7ML

« C:¥Program Files¥Fileforce Drive¥Fileforce.Drive.Service.exe
« C:¥Program Files¥Fileforce Drive¥Fileforce.Drive.Ul.exe

ZBRINERTEDHEICDVNTIE. CHIADOLEF2I T WRY I NITT7DA—H—KDIE
HENTHDFEIERZECHERSZEUN,

ARL—=2H—ERXRSAT &MtV T DT P ORI DFECDNT

A= —EXRSATEDOZTHRAICELD. ARL—2H—EXRSATW/VIY
DEH (CREZREIOEEDH DY I NI 7R HDFT,

- BEBEYI MDY
« I>RIRA>BRYI DT
« [BIRRAVIRDLPRY J DT 77

FRYI DT 7ZIFAETNTED., DAL —ZH—EXRSATPCOEE)(C
FENHIEHREEF. BREDOA—D—DOHYIR— MMEELU. TDOA—H—DIERICIED T
IV A (TRISHDEZEEFENZIZ < BIEEEN T ENE T,

@ zcczm )
FRYT RIIPECHADEATE, THRYT MITPON—S3VCEDR -3
B2 RS54 T WIS ADHEDEREEDDET,

Fle, ERYI DT 7THARCHT A ML —2H—EXRSATPOPCAEENTDOT
TEHBODFEE A,

FEYVI NI 7ZCHAEDBEICE. A TIEICA ML —2H—EXRSATW
I\ O DEFHCDWTTHER LSS0,

51



LS BELEDEICDNT

ARL—H—-—EXRSATCEALT. UTFZITHBVZIZE,

BR— h2INEBNEDESTZE0,

XBERFEEDHE., BRICET DFMRAER CEEF v+ ITFri°00%
KW LSIBENTETNET . H5SMNUHTTHEITZS,

BAaHE L TWBIES
FRANEL TSRS [DBRIVEDERIC T BV R e VBIA

gi%;&ﬂﬂ UTHE D & 1o [MEEHETS] | 2=

A2 RAM=ILDBATERR [OBBVEDhEEICTERWNEEEI=WEIE]
yalre E A AM=ILNTETRWNES] &Rl

O oo )
¢

HBR NS A7)V ZEHDOEZRRICDVTE, HIR— FURSIETRDFT,

OBEBNEDEEFICTERCEEEWEIR

- BREEAR
- BRAB
- BfeSNICRE
XAYZATILDEDR—H, IRREWNNC EDREROHNE CEAZ L T2 =0
- BREARCR RSN UV ZEEOBEEF v TF v
- Web o5 —FE5iX Y — )L FIFE e BE/IARRE DY
- HDDDEEZBE *CRSATDEEHE=
- WindowsDIF > 3> &/)\—=3>, bitdd
- xw NJ—72J(%£100Mbps KA _EH
- CHRADA ML —H—EXRSATD/)\—3>

N—=3 R A &

BRONAD [~A] Z20UvIL. ARL—B—EXRSATD7A(I>%
HOUYOULFET, XZa—hn5 [TOTF7AIIN] 20Uy IULFET,
JO7J7)VBEEOAE T (C/\—=Z3 >HIRRESNET.

3 01>
/007
& JaIrdl.

IH270-5-THK

3 ¢
il A HL- Y-S5,

14:58
2021/05/10

h & & 0O

52



LS BELEDEICDNT

@ [MHEZHREI D]

BEVEDEDRIC, A=Y —EXRSATDT7AOA22ET VY IITDERREN
3 [FBZHRET D] OFMaHBELLET.

[REZIRET D] EHOIRCIE, EtThOD DHERIEEDR.

AN ZHBBANNTZUET .
FEEIRDT

FAKFHE
MRI 7 AT A —)CR

St BAMRE (CECERMIEEAD

BFRNE (BFREZANLSTZEN. )

€ AH-FY-ERFFT 21-Fiss -

i
RBEKR

BRE:
RERR:
HEITANS TANT -1

V] WindowsA A FOSE AT LOBRESHD
IR (@EFPTFeRE) S

AN =S4 -E20YR- MSEENRULL ¢

RIFERT2Z TV IITDETT7AILIENESNEFIDT, COIT7AIL&EBR— 25

(CHED TSN,

« v o > PC > FFiUb > log v B logDi&F

w FMERSERFETIIBEEELIGED X

74L& (N): | Drive Report 2020-11-11 B~ _5@example.com).zip

THAVOERD: |"zip

~ TAF-DRER FRES Forel

53



LS BELEDEICDNT

@ [MfEEHREITD] (CDNT

@ zzicEs )
{

[FREZ#HETS] BOVYITERVNES
AL —H—EXRSAT(COTA> L. IR BLAAHADA KL —ZH—EXRSATD
TAA RO IV ITRE [BEZRET D] iERRSN. [MEZHRETD] 20Uy o
IR ETOIN—REAESNEIDT, HASNLET 7 AILEHICHR— MABHEVEDE
TSN,

U, UTOBER. [REEHRETD] 20UV IITRICENTEFEHA.

« AML—2H—EXRSATICOTA> LTULRL

« AML—H—EXRSATICOTA>TERN

AL —2H—EBEXRSATRSATCOTA > UTULWVRWNESF. OTJ1>% [MERRES
93] MU TETREHTHERLIZEN,
ARL—3H—ERXARSAT(COPA>TERVMEAICERD., PCRICIREFE=NTWLD
ARL—>H—ERARSATDLogs T AN EZBED L ZESVWEITIOIBFELWNEULET,

»LogsJ A LS DEUS 5%
@C:¥ProgramData¥Fileforce Drive I A )L %HEEY .

¥ProgramData I A LA (FRUL I AISFTIDT. BULIAILYZIFRRICLUTWVNDGS(E
TRIDLOPCOKEEZBELTLIZELN,

@Logs I AL &IEHELzZipFER TREFLE .

w BERZEEET ST LAEEELIGEL x

€« v o > PC > FFiUb > log v o O loghte=

BE v FLWIANT - Bz~ (2]
=ec ~ zm - EEE =
0TI S

$ 79v-F
[ EovI

(REEVI
=l 75y
B 51

b 3=y

74L& (N): | Drive Report 2020-11-11 B~ _5@example.com).zip
THAVOERD: |"zip

~ TAF-DRER FEE Fovel

QBRBINWEDBEWVWEIEKERE. OICTHRFVZIZWELogs.zipZ At U TS IZE0)N,




POEIVNEDEICDUT
1A=L TERVEE

[OBRIVWED R ICTEBVLEESEOEIE] (CIMX TRBEREEZLIES,

- CHIEDPCOA —H—& EBIFE
XZHIFDOPCOTOLYHE( TARM] (FERMIEDT=DA A R—=ILARBIERDET, )
XCHEDPCOAEUHAX
- O SHEFTIED> TSN (Windows Updateh S=HEZFH)
- HDDDZEZBE(RSA T DA > A M—=)UICIF30GBU LDZEZBENNETT, )
*CRSAIDEZHE=
- [.NET Framework] o/\—=3>
- AR =)L, BEREEERDSDDI7HT> hTWindowslcOJ 1> LTWLeh
- BEVDOTFIUTAMERY T NEETERZE—HFNTEILELT
(BEHRAITH I EINIIBE(ICRSD) > X h—=)LaJggh

ZDE., Hih— bz —DSEMUON RS EVWEBEZEE ST CLWEEEET,
MXARL—H—EZXRSATHEADIAM—ILATERVNEE(F.

ARL—H—-EXRSATOTPMENENFELEADT, COIRET,
HR— b2 —ABBNWEDEZHSENLET.

55



