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. | OneDrive, Word, PowerPoint. Excel, Outlook#:&
THFYRDYUARZEELE T, FEAEDHE, Ihbld

IV —TFSARXRAA Vv FEld Azure TF >~ ID ©F, FHfllcDWNT

ol
@=Us Slack . am .
W= Lo 551 B ISlack I&. Cisco Umbrella ® NI 72U TSI WL,

THYEMRX1T[ID
:.: g::pizg);or Enterprise Mycompany.com or XXX =XXXX=XXXX=XXXX-XXXXXXX. .. iEMN
<0 Google G Suite 1 Domain
¢ Gmail, Hangouts. Calendar, Drive, Docs, Sheets/z&
a.example.com X
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QEIHE FEBICEIA 7> NMCTHE A AMicrosoft 365710 M7 2% T0vI93 127 0WIUL N~ A> DIRREICLET ,

BAFHT VK
fE A dMicrosoft 365 F 7 U —2a B LY —EZANDFT I/ EADH AN
ZEFILET,

BAEF Microsoft 365 77U —3 g vE8 LUV —EZAANDF I A%
FAFERF IOV ILET, P/ERAETOAVvIITBICRBENCLET, 7
R EFHFOTBICIIESHLES,

I OWTIE, Umbrella @ ANLZEZBLTEZT W,

@O, AR Microsoft 365 7 ho > hOF 7€ 2%TOv ¥ 3

@EHE FEPORFENI>ZIIVIVET .
M ETERERIET T,
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tF¥171 259 -y bF—hO14M

Cisco UmbrellaT(3. DNSWebR)>—nOJh'5, Web7TU759 RS —EXOF IR 2RI R, BEZEIHT LN TEFT.

OUmbrella Dashboard® b EE BIE) OTFEBCERRINBI7IVT—23> 0B EFIEINS, [TRTERRIZIIWILETD,
(EXAZ1—0 LiRk—bk >37LR—k > 75— 34&H HBE7ITATEET)

Cisco Umbrella

Yo ME

0 Messages

Mahware: O requssts blocksd in the last 24 hours View Trends | View Detailz
Botnet: 0 requests blocked in the lsst 24 hours View Trendz [ View Dstailz

Cryptomining: 0 requests blocksd in the lsst 24 houra View Trenda [ View Details

For Customers with Cisco d 53

After this time, your logs will continue to be sent to your 53 bucket but you won't be able to access them. To ensure you ¢
information, read the knowledge base aricle here.

LOG MANAGEMENT

EADESME

FHF4 Ty R I—5 FPH7 4 TRO—=445 Fo51 Tl
% ojorsTaT 0% | AP>h 0% | MR
0/0FHTT 0/0F57

= BO—05H

bled, please rotate your Cisco-managed Amazon S3 bucketke =~ oo T
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YR DBBITIRT I Ur—vay

FARTERR

IS EESINTWRATITY
I5YRANL—Y QBB 4 BHTFUS—3 2 V)
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3 v¥)
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QI7TVT =23 A& JEENS. AREHSNTEWeb7 U 23202050 R —E2AN—ETHERTEF T,
UZRID&HZ7TVT—2a>(FHIEN Very Highl. THighleUTERRENEY,

Reporting / Core Reports

NN . )
e cisco App D|Scovery Download CSV

Back to Dashboard

m Q  Search by application or vendor

‘ Filter by Identity

/ 114 Total Applications fel

Label Select All

O W unreviewed (114) (O Application ¥ Risk Score ¥ Identities @ v DNSRequests v Total Web Traffic ¥ Label

() m Approved (0)

() M Not Approved (0) 669.2 KB total traffic

Protected Media

O m under Audit (0) 0 B secuny ™ hion ) 1 -- P 6213 M Unreviewed Control this app @
4] 47.9kB

Controllable Apps

() Al Controllable Apps

157.9 KB total traffic

[0 Advanced Controls OneTrust

o B secuy P Medium | 2 8 o) 66.4KB M Unreviewsd Control this app @
Risk Select All ¢ 91.5kB
0
0 4.6 MB total traffic
Digital Adoption Platform
(BN vedium ] O “™B 5iiness Intelligence ™ Medium | 3 234 1, ) 4awme M Unreviewed Control this app @
m)] &) 192.0...
0
Category Select All S 120.7 KBitora\ traffic
o o HO coermer Relationship Manage...  @IIZITD) 4 37 %) 7988 N Unreviewed Gontrol this app @
D Ad Publishing St
4] 40.9KB
D Application Development and Testing
D Business Intelligence
0 3.9 MB total traffic
Cloud Storage @ @ CQualtiics Website and App Feed...
. . 3.5 MB fewe i
() collaboration ] .. Business Intelligence [ Medium ] 6 131 \| %) M Unreviewed Control this app @

4=) 3805 ...
() compute

M) Cantant Nalivan: Notwnrk

142



7-16. UmbrellaTl1-YOFALTWS72VDRIHRI{EZEL. FEFZIVZIOVvIUEWN 3/4

tF¥171 259 -y bF—hO14M

QOMEROT TV —23>%7Vy I3 3L UZINEVBRCINIZ T, WD, EDIRERN SNV IRRAUON RS LN TEFT .

Back to Dashboard / Apps

Application Details
- App URL Identities Traffic First Detected (UTC)
Protected Media hitps://www.protected.media/ 1 Total:  669.2 KB Feb 17, 2025
C] Provides an anti fraud solution that enables users to detect and Blocked: --
——— block bots to protect brands. =
Risk Score Category Vendor DNS Requests Last Detected (UTC)
Security Protected Media Total: - Feb 17, 2025
Blocked: --
Control this app @ R Unreviewed
Risk Details Identities (1) Attributes (38)
—_—
——How We Calculate Risk (Help o A
App Discovery's Composite Risk Score (CRS) for cloud services combines to a of the risk for a cloud service: Business Risk, Usage Risk and Vendor Compliance.

> Business Risk

? Usage Risk

2 Vendor Compliance

URJHIEIER

Business Risk

Factors:

1. Typical use of the service (personal or organizational).

2. The Talos Security Intelligence Web Reputation score for the service.
3. Financial viability of the app vendor.

4. Type of data stored by the app.

Show details

Usage Risk

Factors:
1. Volume; how much data flows to and from the service.
2. Users; how many of vour users depend on or use the service.
Show details

Risk Details

Identities (1) Attributes (38)

Vendor Compliance —

Factors:

1. Security controls
2. Certifications earn
Show details

Q  Search by identity MMM DD ¥YYY

|+
fel

Identities DNS Requests v Blocked DNS Requests v Web Traffic = Blocked Web Traffic v First Detected Last Detected v
a AAA - -- 669.2 KB - Feb 17, 2025 Feb 17, 2025
N=3 1V ER-VORRH 50V 1-1N1 < >
LIl o~ Trla=]
I A<OEER
AL
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@7 TVT =232 U T, FFEI Oy OsHiEN'TE T U 2NNV 5 TERT.

Back to Dashboard

Q_ Search by application or vendor

Filter by Identity

114 Total Applications
Label Select All

O m unreviewed (114) O  Application ¥
(J m Approved (0)
() M Not Approved (0)

Protected Media
[ m under Audit (0) [m] ] Security
Controllable Apps

[ Al Controliable Apps

() Advanced Controls OneTrust
g Security

Risk Select All

—

SEMICEDNT
INNETS

Control this app @

Risk Score ¥ Identities @ v DNS Requests ¥ Total Web Traffic ¥
669.2 KB total traffic
P igh § 1 - Ay b 6213 R Unreviewed
45) 479k8
M Approved
157.9 KB total traffic M Not Approved
66.4 KB
e s s e % Under Audt
4) 915K8B

GOEFRICDNSINS —>WebRUS —(C&o T, @(EZFF 0], EEHITDIENTEET,

(DNSIFRAA BT, Web(ZURLEEA)

Control Protected Media

J Label: Unreviewed

To control an application, select an application list and an action.

For more information, see Umbrella's Help.

DNS Application Settings Web Application Settings

3 Total, 1 Selected

Application Settings

Applied in Policies

XYZ Not applied. Add to a DNS Policy. Block v ‘ v
() ABCD Not applied. Add to a DNS Policy. v
(@] LMNOP Not applied. Add to a DNS Policy. v

Control this app @

NS —CECTII %" EEDIEE
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T IA) REMET(E, Cisco Umbrella (31—Y— PC ETARSNE £TODNS JIV% Umbrella (CERXL. 2OV IVERE/JOVII 3L TEFY
TAHEBEZIREL TVET,
UHU. FEEEROY —)N(CX I R & RIARRF THENEMIMNCDD Umbrella (C&oTITHNE IO T, $EBAOI T VLT ITATERRIEENIFRLELVE
9, CNUICHISTERLSICUmbrella Dashboard DI AERRAA > [EWSERTE THEMERD RAL > ZTEZR TS DL, PC _ETHARENz DNS 21U—-0
55, FHEEARORXAL >0 DNS 7IVfZZ Umbrella [CEREURWVWEIICTBENBIEETT,
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(" RAS>OENEET BA — RAAEE — &0 1TIE Umbrella [CEEEIL—T4>5 UBLNSEYIORIER RAA SR MEERLED
DAMEUTE RXA > ([EUmbrella TE7R<. #EEARRY NI —J(C B I 2DNSH - /NETHRIRERZUET,
OHIEL T, Texample.com ] RXA > ZEBNUEROEMEZ A T ITRUE T
[example.com 1ZEBNNUIEISEE. [Twww.example.com ][ ftp.example.com &L\ feb IR TOH T RALHREBRAA 2 E L TUIBENE T,
Iz, [.local | RXA > D& SBRIICIERRXA N ANIEEREN TV EARE T,
Q@ER I TEREB R > DB ZIBIRTEEY,
[ NEMEA > 5&E > Y4 MActive Directory TEZEUCHA MMz, [F/\(REO-Z>J 06 1-5I33%2HUET,
\EABIELT. P4 MISEARL. [T /A ZCEBERULRWEE. B4 MBSO RS T19IDHNTO—- DIV LRI BEELIRDET

Cisco
Umbrella

FUW AU B AA 2 FTZEIH—/) (DEN

MEFT. V4 - W —
‘example.comHAER R X+ > U Z MCHDIES. / DNSU-_}(‘ %H’%ﬁkm*} |\'j q
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g D

UmbrellaTl&. 759 REIIC SWG (Secure Web Gateway) £LVS HTTP/HTTPS O JOFS - N\ZRMELTVWETD,
UHU. TO0F2%2NUIBE . WebiBENEREICITHNRUVYA M, X{ETIPY RUAICLZ 77X HIBRZEAL TWSH A NEAT IR T 2R, fHI D
—EBD RXA >FETDIEEZUmbrella MBERIMUIEWVEEDHDE T,
CNUCHIETERLS(CUmbrella Dashboard DI IMIBRAA > 5% TE TSN D RAA 22 EEL. SWEERHAE Y. 0—32J I E1-INSEZET RO}
EBRAA > \IBIEZITOCENAIBE(CRDFE T,

C)("F(C%E.‘B RXA > 2 EZRUIBROWeb NS I IDEMEA A—S%RUET . y

4 A

e HRRNI-0

T309RE HMEB XA~
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31795472 KT
Iy NEiREE
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\ (BRI BEETEE R Ao

(RALSOENERET BA — RA(SEIR — B0 10T, SWEEHERUBUVIMES RS OUZ MR LET
O RAL AL T ITIETAEBRAA VB LUVIPIEEIRL. QT I>FT474 IICIESWGEERRHE I ICEZBBELEITUELWebb A MO RXAL> . IPEZ(ECIDR %
ABDULET LATFIETI>F1711(CTexample.com |ZE%E UCBRDOWeb S J1YIDENMEA A—SZRUE T,
Fle. LUFERICGEUZED. RAADUZNIENNTBEITARTODRAA U (E. ZZRIEARANCIEEAD DAL Rh— RIERAEN . RISTRUIERXAVHFEBRAL>ELT
QUIBENET, 122U, Umbrella® RAA X NEITZAVZD (%) e B ih— N TOWEB A €DIes. PRAURI () ZERUT. RXL>D—E0ZI1 )L Rh—REL
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J

IEE2RD DMV RH—R

example.com *.example.com/*

com *.com/*
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FUWWA A B AA D FEZ(EY—/) (DB

RAAZEBINTDE, TDORAADTRTOYT RAA HRERS|E
=TT,

‘example.comBAES B X1 > U X MM DIEE.

‘www.example.com' (@GS KA1 > & UTEMIEENFET .

ISFA74

~ example.com |
ELl]

RALSHLT
O PWERAT>Y @ SE0R A B LUIP

il
BAA > 7R BXEROPAC, AnyConnect, appliesTo.chromebook

IP: AnyConnect, appliesTo.chromebook
R > DENNEE

BUF RAL(ESWGZI1 (R
example.com
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HRIEATRY D2
®

v O-=24J3E1-4

S
\

- e e e Ee o e =

148



8. B¥17IVRIKA> b AVY-IADOI 1 >FIR

< Cisco Secure Endpoint Essentials >

149



8. IoY-IADOJ 1 >FIg <EBEF7HO> S IEIOITA>>

ZELELAYET—3asA=IVEHS5Cisco Secure EndpointEHEIYY-)IAODJA1>F3FTCOFIEZRULET,

O 1ABHOEREIFR@EA-I)EEEHDACURLZIVUYSY (https://sign-on.security.cisco.com/signin/register)
2 ABODEREIZEVEEFA-IDSEAD [here]ZzIUv)

@ [Email*!]. [First name]. [Last nhame]. [Country]. [Password*?]1ZA AU, RYOBERICFIVY
XIEMaillCBEBABICRBUEA - RLAZRACEEY  %2BETBAT— RICEEALFHNET (ROQELEISREEN)

® [Sign up]&IUvsy

LABDESS Account Sign Up

o httDS://SIC]n'On .SeCU rltV.CISCO.Com/SIClnln/reCJIStel’ 60\&(19 following information to create enterprise account.

Back to login page

Email *
2 ANEDEEE | |
First name *
[ B - 5 7-nd B BEe ‘ S EE © eRcEE — B ‘ Paweats - ‘ P wcss B fo ‘ Jors | 5. ‘ Q -4 |
Welcome to Cisco Secure Endpoint I ]
= " S Last name *
E | & 2BIEE a1
o ©BE | ©2AEE | o B |
2024/11/26 () 12:30 | l
Welcome to Secure Endpoint Country *
Your email addres_ has been added as a user to — Japan v o
apar Password Requirements
Sacure Endpoint will help you prevent viruses, control outbreaks, stop unwanted software, and give you better insight into applications running on your network. Bagsword ¥ v BEBNF
v BEIXFOBEFEST
To log in to your account I ........ Show ] v BENFORESESD
1. Create a Sscurity Cloud SignOn acccr instructions on how to create an account, click hers, ) v REXFOIIFEST
NOTE Skip this step if you already ha curity Cloud Sign On account associated with your emai/— Confirm Password * v BEIXEORNEEED
2. Go to Secure Endpoint and erﬂerwuremaﬂinm the email prompt Show v A-Y-RO—PEEELR)
3. Authenticate in Security Clowd SignOn. L e v Firstname SR
4. Youare now logged in and can use Secure Endpoint. ~ 'Last name'EZERL)
Thank | agree to the General Terms and Privacy statement.
MK you.
Cisco Secure Endpeint m
If you feel you have received this email in error or need assistance, go here to open a support case. Cancel
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@ [Back to login page]l2JUvsUL. 7595%EUEY,

® REUVEEFA-I[#H4 : Activate Account]ZBaE.
[COAYE—IZTFAMERICEMRUELE]ZIUYIULTHTMLELTRREEE T,

® [Activate account]&2/Uv%

@ [Activate Account]&sUv4

Activate Account alual
cisco

hah Cisco Security Cloud Sign On <no-reply-security@cisco.com: | © R | © =REEE ‘ i | II‘
@ oAy -yEFFANERICERUELE.
9 TV O TR (D) Security Cloud Sign On
|

ol ¥ EFA-INOTFIYFTA(E)... a
. . Activate Account
securlty CIOUd Slgn on Welcome to Cisco Security Cloud Sign On -

Your account is successfully created!

Hi zerotrust,

A verification email has been sent to [ | A -

finish signing in ol i il ‘Welcome to Security Cloud Sign On. Security Cloud Sign On is the single sign-on solution for Security Cloud products. To
inish signing In please verily your emal activate your account and get started, click Activate account.
e Back to login page 6 |Lmk expires in7 days.

For help activating your account, see the documentation.

For additional help, contact our support team at tac@cisco.com or 1-800-553-2447 (US & Canada). You can find regional
support numbers on the Cisco support site.
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[ashB]&EIUv)

@ [Windows Hello]Z2JUYY xZEsBEsREl#sEL TXEEW, Y=17)L LTI [Windows Hello]ZERUERRAEZERELTVE T,

© [®1T]Z2IIYD

afraln
cisco

&£ D € Duo
Security

€812 Duo Security ZERLTTA5F>5
FAEREUTVET. 7HO> bEERLT

wlraln
cisco

FIT)IARAEZEMLET

IN=EEALThuoTOY 1> LaEd, #THI
DAT 3 =BINTEFT.

Windows Hello ¥

Z M)A A CWindows Hello® @A LE 2
5

MELEY.
Duo DEMIETSS5 G
[ s ]

IO ERO TITh?

Duo Mobile
FIA A TEAFECED— RERETS

tFa1UF+F—
TFIUFAFEERTS

mEES
FEAAYVE—TELET-ILESE )
T3

Duo (c L B1RE

»

LED

Windows Hello ME&E

JOT7 hFERENES. B B, =G
PINE@AL. [OKZ#IRLET.

HSEHROWMEFDUoE AT SO HEEN

@ BT+ EBDER A

T

A EED TS ?

Dug Ich5@E
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@ ERERSED RRINLIEB[OK]2IUYY (IBRGERIINN TR ENBIZE X[ D] SEASRSEZE IR T L)
@ [OK]ZIVUvY

B [wIT]EIVVD

@ [FTINAAZENMULBW]ZIUYY XERIEAEREHNSTEIEN - ZEHNTIHETI,

¥ Windows t¥1U74 x
. - = k4 alualn
1-¥-ERFLTVET ¥ Mindousalze "tiee’
ZOT A AIIAE-ERTZLT, i =~ - - +
¢ LT "duosecurity.com” [C*J‘*f)’!l JLELED, ReEFaN/ (2% © Windows Hello ZEBAILE L . A
ZOZER(E, 7T "chrome.exe” MHDEDT, "Google LLC" HT>1:6 [Mincigws fello ERRBLT 2, 55 SRR PIN TH1YCE855 =
AR - ~ eogle 1ol [YELE.
nTY, Z 5 ) (- 2T Windows Hello ZERALT -
Duo CO5 - > T2 B &3 ITHDELE. i - e
.o E _ FIAZREES 1 QBN
~ 0 duosecurity.com n
g 074> F3RODATSa>zBMNTBE.
ZAIEE. - . Oy o779 hEn3aRENME< RN ST,
BT BICIE [OK] BBA TS, [ o ]

ol w a Euo Mobile !E’;’s ) 3
FHAATEAT - FZRBTD
I B {EhEBED TEh 2 Duo I LBRE

E] e¥aUssF— )
CFIVTAF-EBETD

. ?Iﬁﬂ-‘i—' .
FERGRAIN R RSN DI E (L DM SEREREEZEIR T &0 U o hasesmner e
@ T) A RZiBAM LA
BIHNSRNTIN ? Duo Ic L3 EE
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® [DuoTOY1>]1&IVvY
© ERBEENARIBLIES[O0K]ZIYYY)

@ [Finish]&9VUv)

aluili
cisco

Yy bPYIHRTUELUE,
Duo TOJA > 9 3MMH TEE L.

DuoTO1 > I

PINSENTIH ? Duo [CL2RE

¥ Windows t¥1U74

1-Y-#RZBLTVNET

ZOFIA A/ AR ELT, _
&L T "duosecurity.com” [CHA 21 2LELLD,

ZMERIL, 77 “chrome.exe” hHMEDT, "Google LLC" #7215

0T,

o’

ZhisiE, (T A .
BEATT B [OK] BBA TS,

201t

\' oK \ Fevtl

Multifactor authentication

Click on Finish or set up Google Authenticator as
an additional MFA option.

@ Duo @ Enrolied

N1
CISCO
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AEI0YJ 1 > TlECiscod—EADR—FIN YA MILE EDDET,
© J5UYEBSIEL, B TCisco Secure EndpointEZHEI1>Y - )IVOURLZHAEZEY,
Cisco Secure EndpointE¥#1>Y—Jl : https://console.apjc.amp.cisco.com

‘el Application Portal

BT Overview Welcome back, _

o Secure Client Management

Use these links to access Secure Client Management. You may bookmark these regional URLs for future direct access,

North America  Europe  APJC

Applications © = 39 Products

Global Region 7 Products

6\ Cisco Cloudlock

Duo
i
cisco

Secure Workload

O

Cisco Meraki
C [ od
L]
% Secure Access

Cisco Umbrella
s

j Secure Malware Analytics (India)

North America Region 11 Products

Europe  Region 9 Products

APJC  Region 12 Products

il Secure Endpoint

1 Syvamk-k
& BEbLA

m ==

2 ARVh

i A

¥ PORTLA

W &8

o PESY

»

FYVaR—F

EIDMY0200000031 5= -£4t2-3 1
[PV
BALSToNIDER

Secure Endpoint 12 H0EA

& Windows T2 F0E Y Py

& MacdR2F0EY P yd

A Lo IF9mEy b7y S

FEFH

FEF-FERRALT, FRCINITPICERLERENSHELET—FEIL Y- LCAN TR LR

&1, Ciseo Secure EndpoiniHBHEINAT EHTEES, FEF-SEBPCTEE, IvE1-941
A fSecure Endpoint 0 U—)LSEMENL INILPHRHENELEOERRITvI k-, T

FALRIEIOM, FIHARFITIRY, BHROREEE, RERR L~ NOIMFERSC LN
TEZT, TE7—FRERCEMPDScue Endpoinl AR BOT—F ENFERSTENTEETH, 7
EF-FPOTNILFICRFESTS (WAR) HBVEDHE"D. FRCL) TRERDI AL MIRR

Cisco XDR
FicliSecure Client
Cloud ManagementADIS

FEIVE1I-4

WMIPRVSERFT > J—F & :Powershel BEBL I Uk o5 7w 7L TPOFEERLET
Secure Endpont DR FRE: t, T33-FENEI7 > FTPowershell 27 T 3WMIF0) 14
—H—EA(wmiprvse.exe) ERET I &, WannaMine RRRFIL2NFET, T2 I-FENEI - FIRY
BRICEBETTS, WRRELIL S0 JOEREETUT, BROBSP I3 2L ERTaNN
W DICLET,

CozyDuke CCEZUyILTPOFERRLET
EMENEOLLEE) (ZFTREE bL—2L. PyTA P -LCnCADREE IOV L, TR
HMOCERML T2 ER3 UG EHLABDET.

Upatre =%y oL TPOFEETLET

AEP I v RO SR T ETORBERRLET,

PlugX CCEZUvILTPDFERTLET

RWITPIGE FL-20, TR > NOCERAL T 250 ERFEHLADEIEEFHLET.
Cryptowall =27y LTFOFEERLET

Sacure Endpoint DL VURLERIELET, Secure Malware AnalylicsTH > Filky Z2& AL TS
HLOTPERETIFRERELET,

EEREORTART 7)) 085U TRORERTLET
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A Audit

This policy puts the Secure Endpoint Connector in a mode that will only detect malicious files but not quarantine them. Malicious network ...

0 Audit

This policy puts Clarity in a mode that will log and alert on convictions but not block traffic.

= Default Network
At nEEA

28] Domain Controller

This is a lightweight policy for use on Active Directory Domain Controllers.

=)

4

>

>

>

d policy for the Secure Endpoint Connector that will quarantine malicious files and block malicious network connections.

# Protect

This is the standard policy for the Secure Endpoint Connector that will quarantine malicious files and block malicious network connections.

& Protect

This is the standard policy for the Secure Endpoint Connector that will quarantine malicious files and block malicious network connections.

A Protect
This is the standard policy for the Secure Endpoint Connector that will quarantine malicious files and block malicious network connections.
A Protect

1AEDEEDI~14 N

Q© INTOEEDTR | + HILLVRUS— v

EEH

2025-02-10 10:45:05 JST

2025-02-10 10:45:09 JST

2025-02-10 10:45:10 JST

2025-02-10 10:45:12 JST

2025-02-10 10:45:13 JST

2025-02-10 10:45:08 JST

2025-03-11 12:14:28 JST

2025-02-10 10:45:08 JST

2025-02-10 10:45:09 JST

2025-02-10 10:45:11 JST

2025-02-10 10:45:12 ST

@ HREER
IN—7  aEa-¥
1 0
3 0
4 0
4 0
5 0
1 0
1 1
S 0
1 0
1 0
1 (0]
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9-7. PAYAYAR=IBSICISAT— ROYIULEW (ORIVIREDEIL) 5/6

PAIAIAL=)IBD/INRAD =0y DR7E GrE)

OIFFHIEIE | — I'EERE 12Uy ILET .
O IRIHREOEMENTTFIVIZANT, [IRIHMRED/ AT —RICT AV AN=)VEHCA D AR R D — R ELE T,
OMRIF1ZTIYT e

RUS—DiRE

=2 Windows

E2TT ‘ Protect ‘

48R | This is the standard policy for the Secure Endpoint Connector that will quarantine

malicious files and block malicious network connections.

E—REIDVTD
et B R hTI-Y—-2%XETD O

- TFAIINEBE)NABREEETD O

TefEDIIHZ Y J\— P — RS [ 155 v] o

Jo% SxoeOILAIL [ STl v]ﬁ
6 LA Ol [ FIALR VIO

KRNI ZATIA—I

PRI LA S Qo sREDEME @

/A 2508 [j*b@ﬁ%@) RI—E [ srrsssnessnennnns o ]

HROBH

OSvS g ToES 7Y IO0-R 6
S
TERRE

DSAP A=A 2P =TT AR

ARV RSAFvIFv @

ORU RS> 07 @

TPAIETOCRDAFv>
Cache

I RRAS hobmgE
Orbital

T

TETRA

N

R >
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9-7. PAYAYAR=BSICISAT— ROYIULEW (QRIVIREDENIL) 6/6

PAIAIRAR=)VEDO/NRAD— 0y D37 HHE)
@WREENRRENBIHHTIZIYIL, BEET T UET.

Confirm Save

The following settings are set to audit mode:

o TOXT0OA BBALE - AU

Audit mode reports on malicious activity but does not take any other actions to protect the

endpoint.

(] Don't warn me again Cancel T
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9-8. IRHILERINIIPZ I EBICRBIRRIFAINTHIIEERLEN 1/11

[Cisco Secure Endpoint T(&. 71D/ \ws1fE (SHA256) &I, J74( )% Malicious/Unknown/Clean L¥IELTWET . UHULRHS, EBEEED“\

IFRROAETEUSU T, IIITIT7TRVLWEEZBN3T71 LM Cisco Secure Endpoint TER4&ANELT Malicious ¥IEENTLWSS —X (False
Positive) (FHHICCEWVET,

Fle, WS, TINA AN S TN ERUVEMEZL TWSI71/)LA Clean/Unknown EHITEESN. WILDI7%ELTLUEST —X (False Negative) & X5

N, CE5EBZRRICTHIMNEELWIBEN TS VET , 2OV 0IZA(C, [AH(C Malware THdH ? 1zHIRr9 21z 4#te LT, Cisco Secure
Gndpoint BIEIY—-)UIEH>TULS Sandbox ¥EEE (J71IVDHT) Z{ES e D hIERE(ICERTY .

J

7 )V D ORI

J71IV3HT (&, Sandbox _ED/\&RimER L TEERIC, #&A%ZEITL. TOEEEEHER. Lik—MEE5(C. BEUREE
FOMGIEE/EREE (LU TR ET 28, BERN Malware ThHah R 3o IEEICBIRY-ILTI,
I74 DM ORBEARNMERTEECisco Secure Endpoint BRI Y —IL EQSOEIZEI7IL7YIO— RICR
NFET . U TFFIEZFRAVLE T,

@Cisco Secure Endpoint EEI>Y—IUCTHM> TJ7AIVDAT AT7IEAL. T7AIVDEE NTIEAL.
T7AIVDEE 20w ILFET,

= 7 A ISR

85 Hyzam—F Jrl PO ULIrL @ | SHA2SE. TP ILE. P F—O— FTHE. |Q |:. 57 - LI | E’F'
S BEMA

B e FETRTEIF AR DDERA

e 1>h

il M >
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9-8. BRAULEINIITHEIBICRERBI7AIN TSI EHRLEWL 2/11

I 7 AV ORERE (OO

QI7AINDIXLE THHRERDI7AIVZEIRL. E1795 0S O Image Z3&EIRU. Upload ZE17LE 9.

7 ILathDIz s xS X

OIS I FCILESY—N—CEZELLDIELTVET,. SRFRT IS4, BFA-ILT
#Hll2nET. IJFOIILFYIO-FOERIZ20METT

Hil— FERTWLWa D719 -
EXE. .OLL. .JAR. .SWF. PDF. .RTF. .DOCI{X). XLS(X). PPT(X). .ZIP. VBMW. .SEP

& FIFRTRELLIE(ES: 200 18857 DR, 200 B D
( )

EETSIF-MIL: | malware.exg| iy |

SHRRDVMAT A — | Windows 7 x64 v |

\
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9-8. IRHUENIIIFHRIRICBIRRIZPANTHEhZHERULIZWL 3/11
I P AI)IBMORAEGE (ODE)

TFIFIIRIRA> b

QD FDIRILS DT > TP/ IV 3HT THEEERIEET T . DHTH'5e TI3HFT Pending ERFRSNTHOEIN, —E

BFfE (50F2E) MBI 3L, Report LI T 0D, RerdnEd,

malware.exe ( 6367¢965f... feed6990 )

@Report 27Uy 3L RITHEROFMERDLR— MFTREINET,

2017-10-25 05:11:32 UTC

Report | 100

I550HITIE TOR OJ—RIXFLT DNS OEBIFRZFEITUTVDIENS. BUMERET Malware THaEHIEL

TOWBTENHERRTEET,

Behavioral Indicators

© Posential TOR Connection Seventy: 100  CoaNdence: 100
A DNS 1oquest was made for 2 patential TOR node The Categories netwerk
Onion Router (TOR) I$ 3 webd andaymily sendce. TOR uses 3 Tags nrebacdc ans, 10utng, obfusCation

$05%35 of roUiing 00des 13 unnel of wrap radhe 10 hide ks
SOPINS Of GOSINNNON MW ORen Utes TOR 10 hinder
fracking and takedown of their command and conteal
COMMENICINinNg

Query ID Query Data
3 2SNSQQRUAIMP) 2Wed 20
2 A5G UIIMpY 2D 20g
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9-8. RAILEIIIIFHEIZICERBI7AINTHINEHRLEW 4/11

I 7 AV ORI (ODE)

OBEMAKNRFTRENTVBAEEL T, Severity NMERE THD. Confidential (&, 2D AR MNUEFELRZEH T
HINDEEWVNERDET, Confidentiality hMEV\ZE) (Behavioral Indicators) (IARFENMRIBEIER THDIEWDTL(C

R0FEI,

Sandbox THRAZFEITUIAER. SIS TEARL BREH(TFU T, Severity & Confidential ZENIEHETZHDD
BRAEZ100TE > cbDZmEELTERRESETHED. COBITIEAERE 100 (HUTEFEES 100 BDOT. 10052
(RER) EVOSBRLRICRD, (FE VLTIV THEEEVHARO, EVOHZTRENHRET,
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9-8. IRHILERINITIPZ A EBICRBIRRIFI TH I EERLEWN 5/11

RN /ZED LW DI P21 I)VE I 2 A )LD NEDIIE

Secure EndpointlcdoT. iR LT ¥ILI17DI7A I HTREESN TUEIIZE. Rt Ir/ U benc
REETREFINTUVBIY., THFERNS T EEEL T, Cisco Secure Endpoint&EIEI>Y—)L M 7vJIO0—-RI 20
(IARTIREERDET (BEFRICEX(E—BUARNZTNEEIEETI N, ENTEIBUBZENHFT) . F. IRIC WILIIY
DIBIRIREBOIH —NENSRARZEUS TEEL T, YIVIIT ZIEIE. EHiHKRCHIDDO—RIBIE(IBIRAME.
O trF1)7RNS — EIFEUCRVMEENTEVET,

ZDIHZE. IHARIMDOI7AIILDOUNE (Remote File Fetch)#aexE>TIHERNSUE—NTIPAIVERISL. €N%Z J7
AWBHCT7YITO-RIBHEENBRTY . AETIE. DBLPAAR N TNAZRSSTININSOD, #RAED UE-RT
DES. LU Sandbox NBENXEZ1TO/EZRAVLET .

DA b &b, Malicious BI7AILEL TIRARNSFREESNT AR> b OFHIEREZRRL. DT ONIZHHDLZ

=5
ﬁﬁn,ubi?o
¥  Demo_AMP_Threat_Audit ekjrngjker.exe ™ W32 File. MalParent > L T LZL0C
T 1 LD & T W32 File.MalParent
25 Ol " TADDOZ: Execulion TAOUTT: Command and Conlrol  TADDAZ- Res
MITRE | ATT&CK'
b =il T105: Ingress Tool Transfer T1204: User Execulion  T1204.003:
Do e i— 0 e - (SHA-256) Th13800d9. di52 3567
FTFTIE Tekjmgjker.axe
i [P g Clakjrngjkerexe
FFTIATE 382 ME
4 {EFAARELEESHA) D 7T IL BN EDE T AL
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9-8. RAILEINIIFHEIZICERBIZANTHIEHRLEW 6/11

Bt =N /ZED LW I P 1)L P 1 )VDANKXDITE (DDE)

QD 20T TP DITOIZHDIERR (EQIRAKRNST7 I ZHUS T 20N EOFEFED OS TEITI2DON) =
ABUT, BEUTHIROIHIOEE 279 ILET .

J7-ILOEETI > Ea—SMiER X

FF-ILE  Unknown

SHA-256 b1380fd9..dl523867

JxE1—9FRRALET | Dema_AMP_Threat_sudit - (77 V|

SHREROVMA A —= | Windows 7 x64 v|

A ES FaniI7-LICE. BEA0TATOOI—HF 77 TILaS
—TIpSFIEITEET.

CNUCED. TP IVIEBEEICIRERNSUNESN., TRIEHIC. TPAIDHT (C7yTO—REN. Sandbox (CEB DR
ZMESRIBENBIRET T,

IHANSDOI7AILDYNEE (Remote File Fetch) &. Sandbox TOEITIFEIDIZS., A < BFRINNNDE T, $FIC. I
R R —D(ZHEHRL TOWRWWIAZ T TRIRO TP IIVDIES LSRR VGENTEVET,
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9-8. AUV IIFHRRICBIRRI7AINTHEhEHERBLIEWL 7/11

TFIFIIRIRA> b

fERtcNIC/ D ULWNDI PV D P L IVDANEDTE (ODDE)

QFfz. FREEEN TEVWEKTE, OULLIFAID TINAZANSTIIN) EICHDIHEIC. BIEEEENEUSIILE
BV EE. TINAARNSSIINIENS D7/ VOB (T I35 R APYIO—RIBENBIEETT,
FTIAZANIZ TN O TFAIIELIE )\ 21iBZEGDWIUT 74 IVOEE > J74ILOEE (Fetch File) %

ESEIVET
Demo_AMP_

b1380fd 523967

W EE RS
7 I Unknown

VirusTotallCEFENTLVELIF 1L

)

Q FIAARTE
VirusTatal
v SHA-256MTE— 2 7 LA AT—42A: Requested
24 25 = 4 5 5] 7
Feb RESHA-2560E T sy [P »| [P 7-TILDERF (Feleh File) ] ]
CPR SOwaanErFfUs—saz || FIFAILURS FUTES
0:00 1 ph | i el A 7 G ]
Mar 25
27 IS >
PSP Sy T y
JOowaEnzrFfs—az ?
FaanEF Uy —saz >
B
7L IEFY s

N WAkt

rundli32.exe [PE]

mobsyn
svchos

C.eX

e [PE]
t.exe [PE]
[PE]

sudiodg.exe
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9-8. IRHILERIVIIPZ I EBICRBIRRIFI TH I EERLEW 8/11

Rt NI /ZED LW DI P AIVED P A IVDNEXDTE (DDE)

@ BUSULIZI7UETrA L (CBEN TR ESNRVD. —ERRIRARIC. D47 -> Jr/VIRT N TS
J7AVH Py T O— ReENTzCe = R 1 Z0Uv7 9N, Sandbox TR IBIENBIRETY

Sl 2o quE e ) _
F7AIVURS U L O TATOZEOER
wE | SHA-2SBERE D71 ILETEE | Q, | FF | FAT v | - | TATOIIN—F - |
All Available Requested Being Processed Failed Rejected

I
FFA N AT—HA VoI A HERRE B¢ Fa23%
¥  3372cledabd683711e973164a2d7 26c5c5e17bebBABB2EcedTeAdice234a370 EREHQ EWEENTLEF..  2025-03-25 19:36:55 JST
FOITA I
I 2H—F) 2 MSHA-256) 3372¢ed..¢234a370
TP IS 284 KB
w3 —4= Demo_TeslaCrypl
QO EEOFER

(o] [Jp 7o | [ ]

RECEERSRTIN. T4V BARE. ZERREFREI 25 TE I D EEHDERAN. mERNMSDT71 ILDUNE
(Remote File Fetch)%3E179 3cs(c(S. _ERBE‘?M&”iﬁxﬂk@%%\%b‘@bi@“@( HONMUBHTFRTETZEN,
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9-8. RAULEIINIITHEBICRBEIREBI7FAIN TSI EHERLEWN 9/11

EITHEEDENET D 2 (VEBBNICD » 1 ILDANEDITE

Cisco Secure Endpoint Tld. EILEVE EMF(ENDHEEEN'DD. HAMEEDTF THEDEITEINTORVI 7 I
Malware OSELN'HREVSEZDOBE, #BfD (Business) O—DDifHAR CUNEITENTOWRWIZAILZUZRNYT
U BEITEUT, I7AIVBNEFESEBENTTRET T ILEUE (& TIANETETIE. EZEHI7MIVNUZ NPvTEn
BIEITHD. TPAIVDHT (OGXRFEERHICE, ERENBEERDE T,

O > LBUE (CFPITERATBE. B0 TLDOIHR CUNETEINTUORWVWIFAILIIZ NPy TSN TRRESNE

9,
EalE
| | MAC | Linux | | £ EWHRORT
B 25791112 deddbE03 388 Demo_Command_Line_Arguments_Meterpreter T 2025-03-25 19:21:06 J5T
B eba241a9.35febB3a (188 Demo_Command_Line_Arguments_Meterpreter T 2025-03-25 19:21:03 ST
B 20fb0ce. 19810 (388 Demo_Command_Line_Arguments_Meterpreter T@mds.. 2025-03-25 19:21:03 J5T
P (396dcd3..d5ec7I30 (388 Demo_Command_Line_Arguments_Meterpreter TaD... 2025-03-25 19:21:03 JST

P Occ2c9e?..DeSGe32b (188 Demo_Command_Line_Arguments_Meterprater T0... 2025-03-25 19:20:52 JST
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9-8. BRAULEIINIIFHEBICREIRBI7ZAINTHIhEHRLEWN 10/11

ETHEEDIEWNWET I 2 I)LZBERNIC D 7 1 IILDANEXDDZE (DD

QFET. BITANODHEIIIFTBE AR~ OBEEERULS(CSandboxA\7yT0—RFBZENTIFETT
SEIE, BENICEMIIFHEZITVEIDT, ILEUE OR—2 LEHCHD BEDHTORIE ZaELFT .

/N 5

| MAC | Linux

[| 1} BT |]

QBB O RERZIHANFIETD JIL—T ZIEEL.
B 27Uy, EITHEERVI7MILZzEE#R(C
Sandbox BHTICMNIBENTIEET T,

« ED

BEDTERE

CHICED. FIL—J O & OEREOETERE D 7 TILCHT BN EMIE 0 E
7.

IN—THERRENTVESA v

O Demain Controller

O Protect
O Server

O Triage
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=1

THREDEVNET DI 7L Z2BEBNICD » A I)IVDINEDHE (ODE)

CEBDHEBEDERREL TI2mdDF T,

1BICEITEIBER TP OEETAI> MUSBINENAEICRDET 26, #Z< TN PvI0—- RENBRETEHER
METT,

FEEECEER. ILBUE NoD BENMDTE. mARMSDI 7 ILDOUNE (Remote File Fetch)zE4793/c6b. —EPEEREE2BRD
(CTBMEBNHNFT , BRI TORWMEE(E. 4T NI E BEIDHT RIVHTL— 7%3*1(5%(3&@/@(\ SEYS
PigEE, BAIGEEZOFEVLET .

2]

o

. PUbTLA78E >

* Secure Endpoint Secure Malware Analytics API

AP F— | 5751 )L hOAPIF— ﬁ | L7
Fysaii—k

2EHLA

=i

FEI>

J—H—&
S —

IBIFD APIE— e F 1= a1 L) 173_;_-_.1-”‘, |-_r
AmoiE v
APIOA -1 ER
EEng
TE EWHTAOBIREE (] 80% (160 / 200

SiFRICEHZEE E| B epERi s 200 1HEB N xS
ARV A — 25 | Windows 7 =84 il |
EEmEOEN

TFIFIIRIRA> b
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9-9, 774 )L IREE N BIREIT H oD THRIRLEWN 1/4

27 BRI - 7TV —2a  REN - BRBESN TUEL ZEFRCHENBIBES . BIDREDNLL T, MROFEITI7( ) ZSecure EnpointDIRE
TTRNMSBRING DL, FFATUANRT A NUZ NANBERW K ENTENWET,

1. ITICETE EBRITAI - 7TVT =23 M8 - fEsteN CLEoiga

OREULRBVITIUBRRENFRE UMK ZERUE T, BIE > D149 ZBERULOS. MWROmMKZERL THTE,

85 Fuzam-—g l I
avEa—F '
‘5 ZERLA =7

Y y—
B == >
Bt
e v
- - FIA AW
2
|1
“ PORTLAoEE > s soFeYO—F
l oy == i0SE Clarity D&
EMoYTU—
&0 7K AERDY

QimAKIEHREZEBFIDE. T/AZARSTTINEVIUSINFTRENBD T, ENZIIWILET,

¥ =8 Y)—7 "Audit, AdDemo_SFEicar

KA Demo_SFEicar TN—7 Audit

ARL—F 1 v VAT

N 7 7 ¥ Windows 10 (£JL K 190431266) HMz— Audit

aAxTFI—Vav T 84430419 + #o>O0—-NFURLEERTS AP 63.85183.224

A +—ILB 2025-02-03 00:37:39 UTC SEIP 222176.197.7

aAxXZ FOGUID 36b6891b-e248-4462-8dcB-7f2eff09f190 mETOREOR 2025-03-05 00:37:39 UTC
ZOoEviiD 51034db97262e8f BPE&/(—J3> 9 %L

BPERAOBEE =l Cisco Secure ClientID %=L

LRGeS Il

Q AFr .. & FI—T~DBH... w HIE
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9-9. 774 JUBREENIBIREI T H OO THRIRLEW 2/4

1. ITICEE LB RITAI - 7TIT =23 M85 - fEsten CLEoige (D0&)

QX YiHER TO R TIMIBIRNRREINGCS, SFlSNze7 VT —2a (LB RUEW I/ IV a8 ILET,
XARREIX MOFITIE. AcroRd32exez RO I7AIILEIBTEL TERIRUET,

2 b 14 10 1o 1/ 18 1Y 20 ZI
Feb |®%

SE2ESHA-256 DR

0:00 | 7 7 A LR 7 8 @ 10 M1 12 13

Mar 4
F7ANLZIIRY

7 74 LIS >
4 Mar 5

vy 7 >

00:00
00:L0
00:20
00:€0

JOvoEher7 7V g—va> >

FrlEhic P AU r—vax> 2 Allowed Application List

FIILERY B3 FLWUR hDFER
eicar.
i &
—®
ACTORd| ez

e

130d6864a..1779 .. [PE]

aadiccel...876... [TXT]

@Y IAZ1-h'FRRENBAllowed Application List Z&IRUFET . LmhFRRmEN TONIEEFAIUAN RO MAR) AOEFENT T T,

| v /llowed Application List 1
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9-9. 7 VIREEDIBIRANT B D THEFRLIZWV 3/4

2. FICA&A] - PRBEnFEAELTHS T FRICETAIVA PRI MANCEFRULWGS

@Cisco Secure EnpointBI2I>Y—)UCOTA>U. PIONIUADHIGE > SFe]ene7 o -3z @R0 TUEEL,

VER SN TWREFRISNE T ) —23> (BUTFOFITIZAllowed Application List) B&RRSNEFI DT, RENY>ZIFI L, BIEARIC

BINDT1> RINTRRENET

il Secure Endpoint

= s A AV e/ | X
B2 Yyvak—K .
o HENA Simple
Advanced
() e
Android
2 1~xvh
FIVr—vavii
L 4 IOy IENEFTUT—ay
> PIRTLAHE I%‘Fﬂéhfc??")&'—*‘/a‘/ «I

YER

Allowed Application List

OED7 7 Masashi lkuse  2025-02-17 06:29:20 UTCIc & > TIERE S hE L
R Y—TERSNTWS: 18 Audit, @ Audit, & Audit, 38 Domain Controller, 28 Protect,
®& Protect, ) Protect, 2@ Server, & Triage, & Triage

FIL—FTEREI N TWS: Audit, docopura, Domain Controller, Protect, Server, Triage

O ZEEORR

TFIFIIRIRA> b
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9-9, 771 )LIREE BRI T H oD THRIELEWN 4/4

QFIARA - FREENFEAEL THH Y . FHIICFFRIYRAMIRIA MM ICETFRULWES

QZZC AEBDTFAIL(BULIETFAIVI\YS HB) 2 BIIU TUVKCENTEET,

[ Allowed Application List ‘ A ]

SHA-256mEM 7707y 7O—kK

SHA-256Dty b7y FO—K

UANCEMT 277 ILE7 Yy 70— RULET(LRIZ20 MB)

|774n BIREhTWE 770G | 2R I
2 | )

gFFEhTWB 7710
ZDYARCZFAILDBINEhTWERA

@R NERE, BIEANTVSIPAIEMENL TOEONHERTEET . BLETHRIPIOHFIZMOBIRIET T TT.

1351

Allowed Application List
BD7 7L Masashi Ikuse » 2025-02-17 06:29:20 UTClc &> THREhE U

MU S—TCERIhTLS: 3| Audit, @ Audit, & Audit, 38 Domain Controller, 3% Protect,
& Protect, & Protect, 38 Server, 5& Triage, & Triage
FI—FTEREThTW3: Audit, docopura, Domain Controller, Protect, Server, Triage

O TEDET
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9-10. [EBENIzI7/ WV &ExLEW 1/2

[%?%LLZ\%U?T’*( T TV =232 &R - PRt TUEFRL EHB(CEZENBI N IIVCEREINIZEORDREDRLLL T MROEITI7A )lz’i@f_c]
FBITENTENET,

[RRt=NIZ D 7 1 I)LDEITIIE

@Cisco Secure EndpointBI2I>Y—)UCOJ 1> LU T OEHEICTIRBESNcANY MIRLE T .
XANIN OFTED, T4IE > ANRINIALT [PREtSNIcBR TIILILET

IRV b

Y715 (#R) O

ARYNZALT [ +

ToTToTT THC T o-

7INY | snmns YA LT

PRI | Rl T—5 X

PRt oD SRR

fREE S nIcEEAETSNELUE
> Demo_Qak _
R DETICABULELL

> Demo_QaK REEtOEANERShELE

fEREY VT A MDEEICKRBULE LR
» Demo_Upa
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9-10. BRSO 7 1 IV &2BkLIz\W 2/2

fREtSNIEI 7 DIETTTE (DDOF)

Q2B ORRBEI 7279 IU. [ T7A IV EIETT IDINI> %7 I ILET

¥ Demo_Qakbot_3/'QuotaGroup.exe’ W32.E4FC. . & I8 e B3 (Successful) 2025-03-04 09:18:05 UTC
774 Lot i Y W32.E4FCCBFAB9-95.SBX.TG
1xH S ORE 74 v H—7U > h(SHA-256) Tedfcebfa...02330014
axvk ZFAIA Y QuotaGroup.exe
Z7AIINA C:\Users\johndoe\AppData\Local\QuotaGroup\QuotaGroup.exe
ZFAINHAR 197 KB
# (EFRTTREMREBISHA/ 7 7 L&D B D A,

[ o o 20 oo k25— 5 20mR { BEEnEFFU S-S 2V CBILET | P 77ALRSYz IRy

[ L TP EET ‘ L IRTOIVE 1% |

QOZEEHEENTRREINEI O THERD L. [1E5T IONI> 279 ILET

77 AILEE'T

chickh, BROBZ7 7 MLAETT BAMERSBEDET. COREShE7 7 M LOBETERTL
£FIH?

Frotl #T

@I RDIHKRICT, FRptSNIc I/ IV hMETT SN ENERR TENIET T T,
T7AIDETTICKET BLSTHNIE. FT(EUA T OmZHESRIZE,

s WROTHRNMNER(CEEILTLDIE

o JROIFERICTSecure Enpointh IEFE(CEMEL TWBTE
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