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Expedient Cloud Storage Block &t
115Tech Block ¥t
123RF Block it
1fichier Block ¥t
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https://docs.umbrella.com/umbrella-user-quide/docs/add-an-application-setting
https://docs.umbrella.com/umbrella-user-qguide/docs/add-a-web-application-setting
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A TEBEIRLET,
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Cisco UmbrellaTl&. DNS®™WebARUS—0OIh5, Web7 X950 R —EZOFIBIR R ZBIRIEL . iB{EX2FIEIT I LN TEFT,
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- & Active Directory

o HE
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Malware: 0 requsstz blocksd in the last 24 hours View Trends | View Detailz
Botnet: 0 requests blocksd in the Isst 24 hours View Trendz [ View Dstails

Cryptomining: 0 requests blocksd in the last 24 houra View Trends [ View Dstailz

For Customers with Cisco-managed S32 buckets enabled, please rotate your Cisco-managed Amazon 53 bucketke ~ 0~ &~ ° 777

After this time, your logs will continue to be sent to your 53 bucket but you won't be able to access them. To ensure you ¢
infermaticn, read the knowledge base article here.

LOG MANAGEMENT
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QI 7 —2a i IBEmEMS. EENEWeb7 VT —23> )30 R —EZN—E TR TS,
URIDHZT TV —2a(FHEHN Very Highl. THighlEUTRRENET,

Reporting / Core Reports

N ) :’ =
e €15¢O App D|Scovery Download CSV

Back to Dashboard

m Q_ Search by application or vendor

| Filter by Identity

114 Total Applications Fel

Label Select All

O W Unreviewed (114) (O Application ¥ Risk Score v Identities @ v DNSRequests v Total Web Traffic ¥ Label

O W approved (0)

() A Not Approved (0) 669.2 KB total traffic

Protected Media

O A Under Audit (0) 0 B secuiy [ high ] 1 - o, ) 213 R Unreviewed Control this app @
4] 47.9k8

Controllable Apps

[O) All Controliable Apps

157.9 KB total traffic

(J) Advanced Controls OneTrust

. O B secuiy 4 8 ‘ :% 66.4 KB R Unreviewed Control this app @
s| Select All 91.5KB
0
0O «a» 4.6 MB total traffic
Digital Adoption Platform
(@Y vedium ] ) M2 giginess Intelligence " Medium § 3 234 \| "% 4.4 MB R Unreviewed Control this app @
0 4= 1920...
O
Category Select All 120.7 KB total traffic
I”II Intercom .

i 0O SALM Customer Relationship Manage... 4 37 ) 79.8K8B R Unreviewed Control this app @
O Ad Publishing *] 40.9KB
C] Application Development and Testing
O Business Intelligence
0O 3.9 MB total traffic

Cloud Storage @ @ OQualtrics Website and App Feed...
. . 3.5MB Qe i

O Collaboration (] .. Business Intelligence [ Medium ] 6 131 N ?) R Unreviewed Cantrol this app @

4= 3805 ..
() Compute

1 fantant Nalivary Netwnrk
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OMEROT VT —>3>%HII 2L, UZIFESVRRICIIZ T, LD, EQBEERM. CN<BWTIEAUEONVERER S B3TENTEET,

Back to Dashboard / Apps

Application Details
. App URL Identities Traffic First Detected (UTC)
PrOteCted Medla https://www.protected.media/ 1 Total: 669.2 KB Feb 17, 2025
Provides an anti fraud solution that enables users to detect and Blocked: --
s block bots to protect brands. .
Risk Score Category Vendor DNS Requests Last Detected (UTC)
Security Protected Media Total:  -- Feb 17, 2025
Blocked: --
Control this app @ R Unreviewed
Risk Details Identities (1) Attributes (38)
—
8)
App Discovery's Composite Risk Score (CRS) for cloud services i to a of the risk for a cloud service: Business Risk, Usage Risk and Vendor Compliance.
Weighted Risk
> Business Risk Business Risk

Factors:

1. Typical use of the service (personal or organizational).

2. The Talos Security Intelligence Web Reputation score for the service.
3. Financial viability of the app vendor.

4. Type of data stored by the app.

Show details

2 Usage Risk

Usage Risk

Factors:

1. Volume; how much data flows to and from the service.

2. Users; how many of vour users depend on or use the service.

Show details
Risk Details Identities (1) Attributes (38)
2 Vendor Compliance Vendor Compliance ——
Factors:
1. Security controls Q. Search by identity MMMDD vy n l ‘u
2. Certifications earn
Show details
Identities DNS Requests v Blocked DNS Requests v Web Traffic v Blocked Web Traffic v First Detected Last Detected w
a AAA -- -- 669.2 KB -- Feb 17,2025 Feb 17, 2025
URJH| EIEH
N=IJ 1V BER-JOFEREH 50V 1-1N1 < >
LLll ot o~ T rfn 3'-]
Uin R UM R
Gy
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@7 TVT—2aU(HU T, IOy 0iHEN'TE T UREER. BNISEURINNEG S TERT,

Back to Dashboard

Q, Search by application or vendor
= — o
SHMICE DT
Filter by Identity ] C o b

114 Total Applications

SRIVERHS

O W unreviewed (114) O  Avplication ¥ RiskScore ¥ Identities @ ¥ DNSRequests ¥ Total Web Traffic ¥ Lab
(2 m Approved (0)
() M Not Approved (0) 669.2 KB total traffic

Protected Media S — Z_ = A N —]
O A under Audit 0} 0 B secuy «» 1 - iy ) 6213 R Unreviewed Control this app @ ]%'f = EI:E M ax AE

4) 47.9k8 = A
Controllable Apps M Approved
() Al Controliable Apps
157.9 KB total traffic A Not Approved
D Advanced Controls OneTrust
0 8 secuity P Wedium 4 8 %) e6.4k8 R Usder st Gontrol this app @

Risk Select All 4) 915k8
-

G©EBRICDNSARYS —PWebRUS—(C&o T, @EZ5F 0] EEITDIENTEET,
(DNSIF FXA>EfL, WeblZURLEEA])

Control Protected Media

To control an application, select an application list and an action.
For more information, see Umbrella's Help.

W Label: Unreviewed

DNS Application Settings Web Application Settings ° - 7\\ o - - .—I—l E L‘b
P NS —ECTD23> % EEA]EE

Application Settings Applied in Policies Actiol

XYz Not applied. Add to a DNS Policy. Block v | v
() ABCD Not applied. Add to a DNS Policy. v
(@] LMNOP Not applied. Add to a DNS Policy. v
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ZELRLVEFT—33>A=)Ih5Cisco Secure EndpointEEIYY-IAODJM12F3FTCOFIEZRUET .
© ZEVEEFA-IDS52AD [here]2IYvY .
@ [Email*!]. [First name]. [Last nhame]. [Country]. [Password*2]&A AU, Y DOBERICFIVY
XIEMaillCREBABICRHUEA—INTRLARRBACEEN  2RETBNAT—RCREADBVET (HOQEBEISBEEN)

® [Sign up]&/Uvs

Welcome to Cisco Secure Endpoint - wiz—% (HTML i)

Tl Aoy mE oA Q fERLETH Account sign Up
fwe - E7n0 hew- | ©EE € 2acee - &\ |Rwos - | Dasees 55 B r‘ Paz| % | Qra ‘
Fl W
: ; Provide following information to create enterprise account.
Welcome to Cisco Secure Endpoint )
. Back to login page
BE | 4 2BCEE # [|ene

Cisco Secure Endpoint <no-reply@amp.cisco.com> [ © EE | © 2ACEE | - B | ‘

- s 0 150 —
Waleome to Seeure Endpoint, [ ]
Your email addrESS— has been added as a user to — Firstname >
Secure Endpoint will help you prevent viruses, control outhraaks, stop unwanted software, and give you better insight into applications running on your network. [ ]

Last name *

2 in to your account [ ]

1. Create a Security Cloud SignOn accor instructions on how to create an account, click hers,

NOTE Ship this step if you already ha e oecurity Cloud Sign On account associated with your email _ Country *

2. Go to Secure Endpoint and enter your emal into the email prompt. . :
N } . Japan Password Requirements
3. Authenticate in Security Cloud Sign On. e
4, Youare now lo inand can use Secure Endpoint, .
2 o Password v REIXFOBTESD
Thank you. I -------- Show ] v BENFORESESD
v BENFONIFEESD
Confirm Password * v BEIYEQRTEESDH
Clsca Secure Endpoint [ ,,,,,,,, Shoi ] v 1-H-RO—BESELL
v First name' B S F0
If you feel you have received this email in error or need assistance, go here to open a support case. v 'Last name'E&EELL

| agree to the General Terms and Privacy statement.

Cancel
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@ [Back to login page]&2Uy/IUL. 595 %EAUET,

® ZEUREFA-I)V[{4#4 : Activate Account]ZRZ.
[COXYE—STFAMERICERUZFLUE]ZIUYIULTHTMLEL TRREEF T,

® [Activate account]&/VUvy

@ [Activate Account]z/Uv%y

Activate Account alialn
[ R . cisco
il Cisco Security Cloud Sign On <no-reply-security@cisco.com: | © B ‘ © 2REEE ‘ 2 | II‘
O cotvt—vaTFANERICERUEUE.
9 T TR (D) Security Cloud Sign On
alia BFA-INOEF2YFA(E)...
cisco

Security CIOUd Sign On Welcome to Cisco Security Cloud Sign On

Your account is successfully created!
Hi zerotrust,

A verification email has been sent to (||| | N - T
finish signing in ol i il ‘Welcome to Security Cloud Sign On. Security Cloud Sign On is the single sign-on selution for Security Cloud products. To
inish signing In please verfly your emai activate your account and get started, click Activate account.

Q Back to login page Activate account |L\nk expires in 7 days.

For help activating your account, see the documentation.

For additional help, contact our support team at tac@cisco.com or 1-800-553-2447 (US & Canada). You can find regional

support numbers on the Cisco support site.
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o/
ZAEsE, . .

BITTBIC(E [OK] ZRATLEEL,

Z0f
I eyt

»
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[CEVELE.
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ZEHARETY,
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@ Windows Hello ZiBIMULEL
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® [DuoTOI1>]&2IVvY
© BRASSEEN RRIDLIE5[0K]Z2IVYD

@ [Finish]1&22Uv%y

altaln
c15¢o

Yy b PYITHRTULUEUE,
Duo TOJA > F 3MMH TEEL.

DuocO-4 >
P BSENTINH ? Duo [ZL2 R

¥ Windows t¥1UF4

1-Y-ZREFELTVET

ZOTIRAAAF-EREFLT,
LT "duosecurity.com” [cHA 1 YLELLD,

ZMERE, 7TV "chrome.exe” #HNDEDT, "Google LLC" 197215
DTY,

o’

s, R .
BEATTBIC(E [OK] BRA TS,

Z0ft

\ oK | Fove

Multifactor authentication

Click on Finish or set up Google Authenticator as
an additional MFA option.

@ Duo @ Enrolled

alan]n
CISCO

118



8. AoY—-IADOV 1 >FIE <EEBEF7ZHI> - IEOIA>>

® #EI0Y A >Tl&Ciscobt—EADR—FIN YA MIZE EDDET,
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Cisco Secure Endpoint&##1>Y—-)l : https://console.apjc.amp.cisco.com

Wealns Application Portal il Secure Endpoint

CiscoXDR
Overview Welcome back, _ = Ay h—p FickiSecure Cllent

FDMY0200000031 413 —£32 -3 1 S N
5 Syzam-—k
o Secure Client Management HEBE FEIVF1-4
Use these links to access Secure Client Management. You may baokmark these regional URLs for future direct access. BERLA
J BAYSIunILTORR WMIPRVSEART > 1—F&ifzPowershelERBLELE =0% 7 7L TPOFEERLET
North America  Europe  APJC Securs Enapoin CRFRET >4, T J—F&nEIY FTPowersheliE EiFE BWMIJoy) (451
[ = Secure Endpoint IR 740EA £ (wniprvse xe) ERIETS £ WannaMinel REFIEENET, To0-F&NEIVY RS
BRCHBETTH, WFRELL S HJOEATRTLT. BROBSPILAVITNN FRTENG
o Windows 1750w R P -
$ Axvb WEIELET,

CozyDuke CCESUyILTPFERRLET

n i 3 TS —— ERENEOLLBE AZTRIE N0, PyIAR-LCICADBEEIOYI0, T2 ERr>
e HOCERML TR ARANPELMNET,

Global Region 7 Products ¥OPIrILoHE FIF-4 Upatre ZTE7Yy AL TPOFEERLET
AEFIH I IHRORMENSET E TN ERRLET.

Applications © = 39 Products

FEF-SERMLT, FRCINOTTICRLERED SBE LT -5 - LCAN TSI L

Cisco Cloudlock Cisco Meraki Cisco Umbrella 1 82 P D, Ciseo Secue ENpONOIRIENBTEHTEST, FEFSERICTAL, JoE1—sE PugK ZTEU v'ihrﬂnFﬁi.,ﬂ . ‘ )
i i e U A MiSecura Endpoint I U—ITEMN, TADIPHRERNE ESOEERFyIk-F, 7 FWITFRFE LAl IVFAA L HOCERRAL T2 SHRREHLADITET FRLET.
. £ . . TMNFIEOR, FIAANSTEIN, ARORARR, BUGRCA NOMTEROZES el 2305 Tr0r RS LET
b A= TEFT. TE7-SERRCEREOScue Endpon RADSOT-FLRGEVSTLNTIRTN. T o el WRLEMI LT, Secure Malware AnaylesTH> K iy S REBRL TS
EF—FPOTNITFIEYEST( (@A) HBUEONED. BRCAITHRROYMBA o prpugassemm ot
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Duo Secure Access Secure Malware Analytics (India) ERMEORTARI7 A C50U ILTPOFERRLET
'éllls'él‘;' % & EMEIEAS > KKy JRRERTTS L, RADTINITPERIL, L hOARIT1 PR ol

BLTILIIPEHIADBTEHTEET,

Secure Workload

®

North America Region 11 Products

Europe Region 9 Products

APJC  Region 12 Products
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