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(csc-deploy-network-[22§9ID]_[&ft4].exeM3E1T)
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v &R
9 @ csc-deploy-network-000000 Samele Cor—.. ©
g Cisco_Umbrella_Root_CA.cer ©

2024/12/25 15:36

2024/12/25 15:35

FA)T-v3 32,6800 KB

tTr1UT(iEERE 2KB

XELIDEFEBA -2 T SIRIZE L

@ Cisco Secure Client Deployment Tool

The following Secure Client modules are ready to be installed, press Continue to proceed or Close to exit.

1DEERD

\ 4

Module Version Status
Cloud Management 1.0.3.433 Install Pending
9 I Continue Close I
£@ Cisco Secure Client Deployment Tool — O X
Secure Client installation is in progress...
Module Version Status
Cloud Management 1.0.3.433 Install in progress...
Continue Close
— O x

@ Cisco Secure Client Deployment Tool
Secure Client installation is complete.
Module

Cloud Management

Installation success.

Version Status

1.0.3.433 Install Complete,

o=1
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QU TFTE@ICEOTWAE (TI71ILbhTcsc-deploy-full-000000 Sample Corporation.exel&iZo>TUVB)

¥ WRORYNT—TAIAN—5%R1T

(csc-deploy-full-[22#9ID]_[&#t%].exeD3=E1T)

¥ lContinuel%iEiR

1PTBETIOAMNIDITETI2DTlclosel T —RZ#&T

v %R
g €3 csc-deploy-full-000000_Sa- © 2024/12/25 15:36 TIVT-3Y 35,269 KB
|y Cisco_Umbrella_Root_CA.cer C:) 2024/12/25 15:35 TF1UTAILERE 2KB
XK IDIIREA— V2T SIRCEE
f @ Cisco Secure Client Deployment Tool - (m] X |
Secure Client installation is complete.
Module Version Status
AnyConnect VPN 5.1.10.233 Install Complete.
Diagnostics and Reporting Tool 5.1.10.233 install Complete.
Umbrella 5.1.10.233 Install Complete. D —
Secure Endpoint 8.4.5.30483 Install Complete.
Cloud Management 1.0.4.447 Install Complete.

Installation success.

O/ -

1EERD

@@ Cisco Secure Client Deployment Tool

- 0 X

The following Secure Client modules are ready to be installed, press Continue to proceed or Close to exit.

Module Version Status

AnyConnect VPN 5.1.10.233 Install Pending

Diagnostics and Reporting Tool 5.1.10.233 Install Pending

Umbrella 5.1.10.233 Install Pending

Secure Endpoint 8.4.5.30483 Install Pending

Cloud Management 1.0.4.447 Install Pending

O[=1=

@ Cisco Secure Client Deployment Tool - a X
Secure Client installation is In progress...

Module Version Status

AnyConnect VPN 5.1.10.233 Install Complete.

Diagnostics and Reporting Tool 5.1.10.233 install Complete.

Umbrella 5.1.10.233 Install Complete.

Secure Endpoint 8.4.5.30483 Install in progress...

Cloud Management 1.0.4.447 Install Pending

A
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Default Settings
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OFERLIEO> 7Y hT IV ERAUEY,
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—REIECEETNS TS, ALT T T« T EHELTLARE, 08, ALT7A 7T 7o EHELTLSERE. REUOFR X—H2&B0FRY —&DEIGERTE T, R S—0REIRUEEETICR. ToRY—%B
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EETAEETY— FIATUET
Default Palicy 3By —HE May 1’2, 2025 -
RUv—5

Default Policy

U $XTOFAF»F« T ICER U 2@88%U2+ 88
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BUITFOBITIEITIRAN —SEMHERIRL, BERSNTVBAMN —S(CFIEATERW (JOvY)) HECROITVET,

‘ Q FFUT—vavERR ’

v Cloud Storage Javo 3
Expedient Cloud Storage Block &t
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3BB Broadband Cloudbox Block %t
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SOEFEMRESTE S AL TN Z 27 ) Z2HEE2< 220\,
https://docs.umbrella.com/umbrella-user-quide/docs/add-an-application-setting
https://docs.umbrella.com/umbrella-user-qguide/docs/add-a-web-application-setting
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@B Z (L. Example fL(C(E Microsoft 365 MEBFILTWVSTF> MY &0, a.example.com ELWSTFHD MDH 7 IR FFRIUIEWEEDHIZ RUET,
Microsoft 365 DI T+ MRXAL>/IDIIC a.example.com ZA L. BIIRT>ZIUIVILET,

Global Tenant Control Microsoft 365 G Suite Slack Dropbox ZEH
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BRES Microsoft 365 7 7U 4 —¥avE LY —EAND 7 I AEHAT B 7 1Y M
A TEBEIRLET,
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IVH—=TSAXFThIV
_ FARTDMicrosoft 365 7 /U —y a3 B LUVY—ERANDT 2 R %FT] AN
TFrFk LET,
FOECRAEERRTZI7IOR7Z IV r—2avEicld A —h2RBRULET,
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THFYRDYARZEELE T, FEAEDHE, Ihbld

IV —FSARXRAAL v FlE Azure 7F > b ID ©F, SFHifllcoWT
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Cisco UmbrellaTl&. DNS®WebARUS—0OJHh5, Web7 U950 R —EZOFIBIR R ZBIRIEL. iB{EX2FIEIT I LN TEFT,

OUmbrella Dashboard® M EIE (HI1F) OFEBCRRSINDBI 7TV -2 3> OEEFIEIINS. [TRTERRIZIIVILET,
(EXZ1—0 LiR—bk >37LKR—k > 7IU5-3324&H HSE7IEATEFY)
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(b B gy 3

- & Active Directory

o HE

0 Messages

Malware: 0 requsstz blocksd in the last 24 hours View Trends | View Detailz
Botnet: 0 requests blocksd in the Isst 24 hours View Trendz [ View Dstails

Cryptomining: 0 requests blocksd in the last 24 houra View Trends [ View Dstailz

For Customers with Cisco-managed S32 buckets enabled, please rotate your Cisco-managed Amazon 53 bucketke ~ 0~ &~ ° 777

After this time, your logs will continue to be sent to your 53 bucket but you won't be able to access them. To ensure you ¢
infermaticn, read the knowledge base article here.
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QI 7T =23 AR JEEHS. REENTEWeb7 TVT—23 0030 RS —EAN—E TR TEET,
URID&HZ7 TV —23aFHITEN Very Highl. THighleUTE&RRENET,

Reporting / Core Reports

N ) :’ =
e €15¢O App D|Scovery Download CSV

Back to Dashboard

m Q_ Search by application or vendor

| Filter by Identity

114 Total Applications Fel

Label Select All

O W Unreviewed (114) (O Application ¥ Risk Score v Identities @ v DNSRequests v Total Web Traffic ¥ Label

O W approved (0)

() A Not Approved (0) 669.2 KB total traffic

Protected Media

O A Under Audit (0) 0 B secuiy [ high ] 1 - o, ) 213 R Unreviewed Control this app @
4] 47.9k8

Controllable Apps

[O) All Controliable Apps

157.9 KB total traffic

(J) Advanced Controls OneTrust

. O B secuiy 4 8 ‘ :% 66.4 KB R Unreviewed Control this app @
s| Select All 91.5KB
0
0O «a» 4.6 MB total traffic
Digital Adoption Platform
(@Y vedium ] ) M2 giginess Intelligence " Medium § 3 234 \| "% 4.4 MB R Unreviewed Control this app @
0 4= 1920...
O
Category Select All 120.7 KB total traffic
I”II Intercom .

i 0O SALM Customer Relationship Manage... 4 37 ) 79.8K8B R Unreviewed Control this app @
O Ad Publishing *] 40.9KB
C] Application Development and Testing
O Business Intelligence
0O 3.9 MB total traffic

Cloud Storage @ @ OQualtrics Website and App Feed...
. . 3.5MB Qe i

O Collaboration (] .. Business Intelligence [ Medium ] 6 131 N ?) R Unreviewed Cantrol this app @

4= 3805 ..
() Compute

1 fantant Nalivary Netwnrk
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OMEROT VT —>3>%HII 2L, UZIFESVRRICIIZ T, LD, EQBEERM. CN<BWTIEAUEONVERER S B3TENTEET,

Back to Dashboard / Apps

Application Details
. App URL Identities Traffic First Detected (UTC)
PrOteCted Medla https://www.protected.media/ 1 Total: 669.2 KB Feb 17, 2025
Provides an anti fraud solution that enables users to detect and Blocked: --
s block bots to protect brands. .
Risk Score Category Vendor DNS Requests Last Detected (UTC)
Security Protected Media Total:  -- Feb 17, 2025
Blocked: --
Control this app @ R Unreviewed
Risk Details Identities (1) Attributes (38)
—
8)
App Discovery's Composite Risk Score (CRS) for cloud services i to a of the risk for a cloud service: Business Risk, Usage Risk and Vendor Compliance.
Weighted Risk
> Business Risk Business Risk

Factors:

1. Typical use of the service (personal or organizational).

2. The Talos Security Intelligence Web Reputation score for the service.
3. Financial viability of the app vendor.

4. Type of data stored by the app.

Show details

2 Usage Risk

Usage Risk

Factors:

1. Volume; how much data flows to and from the service.

2. Users; how many of vour users depend on or use the service.

Show details
Risk Details Identities (1) Attributes (38)
2 Vendor Compliance Vendor Compliance ——
Factors:
1. Security controls f & Search by identity mmMDD vy B LA
2. Certifications earn
Show details
Identities DNS Requests v Blocked DNS Requests v Web Traffic v Blocked Web Traffic v First Detected Last Detected w
a AAA -- -- 669.2 KB -- Feb 17,2025 Feb 17, 2025
URJH| EIEH
N=IJ 1V BER-JOFEREH 50V 1-1N1 < >
L) el o~ Trfn E}J
Ui AR U0
oG
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@7 TVT—2aU(HU T, IOy 0iHEN'TE T UREER. BNISEURINNEG S TERT,

Back to Dashboard

Q, Search by application or vendor
= — o
SHMICE DT
Filter by Identity ] C o b

114 Total Applications

SRIVERS

O W unreviewed (114) O Application ¥ RiskScore ¥ Identities @ *  DNSRequests ¥ Total Web Traffic ¥ Label
(2 m Approved (0)
() M Not Approved (0) 669.2 KB total traffic

Protected Media S — Z_ =) 3 N —]
O A under Audit 0} 0 B secuy «» 1 - iy ) 6213 R Unreviewed Control this app @ ]%'f = .jfE —ax A

4) 47.9k8 = A
Controllable Apps M Approved
() Al Controliable Apps
157.9 KB total traffic A Not Approved
D Advanced Controls OneTrust
0 8 secuity P Wedium 4 8 %) e6.4k8 R Usder st Gontrol this app @

Risk Select All 4) 915k8
-

GOEBRICDNSARYS —PWeb/RUS—(C&o T, @ EZeF el BTN TEET,
(DNS(ERXA 2B, Web(ZURLEEA])

Control Protected Media

To control an application, select an application list and an action.
For more information, see Umbrella's Help.

W Label: Unreviewed

DNS Application Settings Web Application Settings o - 7\\ . - - .—H E Ab
P NS —ECTD23> % EE ] EE

Application Settings Applied in Policies Actiol

XYZ Not applied. Add to a DNS Policy. Block v | v
() ABCD Not applied. Add to a DNS Policy. v
(@] LMNOP Not applied. Add to a DNS Policy. v
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apal Password Requirements
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This policy puts the Secure Endpoint Connector in a mode that will only detect malicious files but not quarantine them. Malicious network traffic is also detected but not blocked.
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| This policy puts the Secure Endpoint Connector in a mode that will only detect malicious files but not quarantine them. Malicious network traffic is also detected but not blocked.
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! This policy puts the Secure Endpoint Connector in a mode that will only detect malicious files but not quarantine them. Malicious network traffic is also detected but not blocked.
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e standard policy for the Secure Endpoint Connector that will quarantine malicious files and block malicious network connections.
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=& Audit

This policy puts the Secure Endpoint Connector in a mode that will only detect malicious files but not quarantine them. Malicious network ...

& Audit

This policy puts the Secure Endpoint Connector in @ mode that will only detect malicious files but not quarantine them. Malicious network ...

A Audit

This policy puts the Secure Endpoint Connector in a mode that will only detect malicious files but not quarantine them. Malicious network ...
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This policy puts Clarity in a mode that will log and alert on convictions but not block traffic.

B Default Network
HEHBOERA

28] Domain Controller

This is a lightweight policy for use on Active Directory Domain Controllers.
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This is the standard policy for the Secure Endpoint Connector that will quarantine malicious files and block malicious network connections.

& Protect

This is the standard policy for the Secure Endpoint Connector that will quarantine malicious files and block malicious network connections.
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This is the standard policy for the Secure Endpoint Connector that will quarantine malicious files and block malicious network connections.
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Confirm Save

The following settings are set to audit mode:

o« ITOZT0OA BBAIE - ROV HalH

Audit mode reports on malicious activity but does not take any other actions to protect the
endpoint.

(] Don't warn me again Cancel
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