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Set Up Required Permissions

Endpoint sensor requires that you allow the Trend Micro Certificate, System Extension, and Full Disk
Access in order to monitor your computer.

Click "Continue" and follow the on-screen instructions to allow endpoint sensor to monitor this computer.
It only takes a few minutes.
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@ Full Disk Access

Trend Micro Permissions

Allow System Extension

In order to enable endpoint sensor monitoring on your computer, you must allow the System Extension in
Security & Privacy.

1. Open Security & Privacy

2. Click the lock icon in the bottom left corner and provide
your macOS administrator password to make changes. )

3. Click "Details" in Security & Privacy.

4. Select all "iCore Security" options in the list and click

5. Click "Allow".
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® Trend Micro Permissions

Required Permissions Allow System Extension

© System Extension

In order to enable endpoint sensor monitoring on your computer, you must allow the System Extension in

@ Full Disk Access Security & Privacy.

1. Open Security & Privacy

2. Click the lock icon in the bottom left corner and provide
your macOS administrator password to make changes.

o
3. Click "Details" in Security & Privacy.
—
4. Select all "iCore Security" options in the list and click
oK™, .
=
—
5. Click "Allow".
@
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| O Trend Micro Permissions
i i I ) w ngs
) M1 Open Security & Privacy] &2 w2 J, - _
EecliEdiES il shons Allow Full Disk Access
+ System Extension In order to enable endpoint sensor monitoring on your computer, you must allow Full Disk Access in
@ Full Disk Access Security & Privacy.
I 1. Open Security & Privacy I cre EE R ——— I

2. Select "Full Disk Access" from the list of services.

3. Click the lock icon in the bottom left corner and
provide your macOS administrator password to o e o
make changes. ’ a
4. Open File Location r\ \4\\ r\

Locate the
"com.trendmicro.icore.es.systemextension” file and e
drag and drop the file into the Full Disk Access table. _
<,

5. Open File Location o =

Locate "iCore Security" and drag and drop the app
into the Full Disk Access table.

@ TEFaUF+1 ETSINY—] OBEHRTIN ¢ oot

FIDTC. DIV T12AOPOt2] MHBIRESNTL) 2nc drop tn app o the Full ik Ackisstble.
BCEERRLET. |
XOvOINTNBEEIE. NFEY—0EI v DU e oo D
SN2 —EANLTOy D ERR< SN,

Allow Full Disk AccessBIBEICENZE T, . < >

B2 YT ETSA N~ Q 13

—f#® FileVault ZraAFTa—=IL FIINI—

FoeVEUT 1 FOFFUL—2a Vi, TOMachFRTHDLI—HFDX—
N Awt—3i, Safari, —A. Time Machine/Sy & 7
AHER Y TREDT— 5 HEOHBRENDT 7 £ ARHT,
‘ 2l IFIER

.| Trend Micro Extension
[ 77rnevany

@ EENE

AT 1 7 & Apple Music

.| Trend Micro Extension (XDR)
Trend Microz-F 1+ T—¥ x> b

@ Trend Micro~ 24 w9 A =1 —
{} HomeKit

Bluetooth
B A—bA—ax
[ TR

+ -

B ZETERVLSETICRAFEIVYILET,
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| OB Trend Micro Permissions

43 4 Open File Location] &2 J)w O3B E. Recuird permisions Allow Full Disk Access

+ System Extension

rcom_trendmicro.ioore.eS.SyStemextenSionJ D\‘ ol Diek Accoss IsnelzLdr;ryt; ;l:‘:g:fyéndpoint sensor monitaring on your computer, you must allow Full Disk Access in

i%/—‘l__\énga-o 1. Open Security & Privacy sse EEER — ———

|
2. Select "Full Disk Access" from the list of services. o .

3. Click the lock icon in the bottom left corner and
provide your macOS administrator password to o

make changes. ’ a
I 4, Open File Location I r\ é\\ K]
Locate the
"com.trendmicro.icore.es.systemextension” file and e
drag and drop the file into the Full Disk Access table. _ E

@

5. Open File Location o

Locate "iCore Security" and drag and drop the app
into the Full Disk Access table.

6. Open File Location

[ com.trendmicro.icore.es.systemextension] & Locatn "Trend Mlero XOR Endpuint Seneor: s dog
T4 RO POL2AD—E&IC

7. Make sure the following apps are selected:

RSy IOPYRREOYITULET, s (0

- Trend Micro XDR Endpoint Sensor Close

< i BFaUFAETINY— Q
—#%  FileVault Z7A479x-)b TS51/— e o
ece < 04169D7E-9EAD-4C47-95D... 88 = (I &2 &
Wy v TOF7Yr—vavi, COMacpdq &< EImA
Wy Xyt—Y, Safari, h—L. Time| @ AirDrop
(lly wrmm Y THEDT 5 PREOEBREND:
© BEOWE
FoevEUTA é . defaults P ATTYT
: =k T
ANER E . sshd-keygen-wrapper 2 D #m ,,
2 : s
. TNFARIT UL : . 4 sii V*QZ”E_‘",a ,
H B -
B 77 nevansy H—— _ [
B o VA B—7.ap =
: L—!ﬁ & E & Macintos...
(©) mmwnsn e —
+ S
X7 1 7 & Apple Music 5
{} Homekit o Lo
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| O Trend Micro Permissions
@ '5.0pen File Location] &2 J)w 2O UET iy Allow Full Disk Access
¢ D o + System Extension In order to enable endpoint sensor monitoring on your computer, you must allow Full Disk Access in
@ Full Disk Access Security & Privacy.
1. Open Security & Privacy cco HE R — ]

2. Select "Full Disk Access" from the list of services.

3. Click the lock icon in the bottom left corner and
provide your macOS administrator password to o

make changes. e e
& &3
NN

4, Open File Location r\

Locate the
"com.trendmicro.icore.es.systemextension” file and o
drag and drop the file into the Full Disk Access table. _
L)
6. Open File Location Fal o

rlcore SeCU rltyJ E 7 ) IJ;_\ ’r 2 D P D t Z 0)_ %‘: into the Full Disk Access table. netdrop the o0
l: I\“s ‘\JD‘P\J I\“ I\“D ‘yjt/&h@_o 6. Open File Location

Locate "Trend Micro XDR Endpoint Sensor" and drag

A“OW Fu'“ Dlsk ACCGSS@@ ‘: E D QE g’o and drop the app inta the Full Disk Access table.

7. Make sure the following apps are selected:
« Trend Micro Extension (XDR)
- iCore Security
-« Trend Micro XDR Endpoint Sensor Close

< EFaVFAETSANY— v e < > Resources 88 =
&< ESME 2 ~A ZEB
—#  FileVault Z7qFoA—) 754/ © AirDrop Appiconlons G RATEAE
© BENEE Assets.car 2023%118218 14
' < 4H FOP P —Yavic. =0 A FFIUL > [ Base.lproj 20235118218 1
b Xyt—Y, Safari, K—A % —znlorol — —
iy =men YIREDTF—FeREOERR] = TATh % iCore Security.app I
A EEEEEEEEEEEEEEEEEEEEEEEEEES O s nfoPlist.strings 20235118218 14
FoEIPYF 1 . o= > i"a.lproj 20234118218 14
E ¢ D 4 Trend Micro x..Ed @ ¥v>0 "4 XDR_for_Mac_Licenses.rtf 20235118218 1
Al EndpointBasecant| ,’
e @ Macintos... - 4
00 ouFczo7oe I e N ——
H iCore Service
p \-J‘
0B 77 nezany :
: v Trend Micro Extel
@ BTN fe
+ -
A5 1 7 & Apple Music
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4D T'e.Open File Location] &=2') w2 UZFET, i Allow Full Disk Access

In order to enable endpoint sensor monitoring on your computer, you must allow Full Disk Access in
® Full Disk Access Security & Privacy.

1. Open Security & Privacy cco HE R — ]

2. Select "Full Disk Access" from the list of services.

3. Click the lock icon in the bottom left corner and
provide your macQOS administrator password to o o 0
make changes. 0 a
4, Open File Location r\ : é\\ ]

Locate the
"com.trendmicro.icore.es.systemextension” file and o
drag and drop the file into the Full Disk Access table. _
L)

5.  Open File Location Fal o

Locate "iCore Security" and drag and drop the app
into the Full Disk Access table.

Locate "Trend Micro XDR Endpoint Sensor" and drag
and drop the app into the Full Disk Access table.

7. Make sure the following apps are selected:
« Trend Micro Extension (XDR)

[Trend Micro XDR Endpoint Sensor &)L B =
TARIDPIOLCAD—EICrRSYIPYREOVYIL
X9,

< B EFAUTAETIANY—
ene < > ZPZYy—-vav
1 &<@ESWE
—#  FileVault 77179 —)L F5A/80~ %
@ AirDrop
! BANEB " .
W v TOPFYr—vavi. ZoMacd - s
by *yt—Y, Safari, K—Le T A ZFUs 9 Sgfari.app $H 2:02
aMEm Y IREDT—F PREOEE = @ Joogle Chrome.app —iFE 7:35
ﬂ PP P PP PP PPPPPPED B 727k yAppStore.apD 202041418 17:00
FoEIEUT1 E @ | Trend Micro Extensiiges L) ¥ # % Automator.app 202041A1H 17:00
3 E b" - s’ (J FaceTime.app 202041818 17:00
- - *“_
AhER : v | Trend Micro Extensi WBifontbookapp ZOR0SARAENAAD
= C = # Launchpad.app 202041414 17:00
s : H Mission Control.app 202041818 17:00
INFARIFIER . i i : intos... @
- Py iCore Securty  § & Macintos @ Photo Booth.app 202041818 17:00
H i ® RybT ) Podcast.app 202041818 17:00
TrANETANY : o S
. PV Trend Microtz--7 12 QuickTime Player.app 202041518 17:00
@ — : s - @ siri.app 202041818 17:00
SAXANsEsssssssssssssiEEEN @ Lyl @ Time Machine.app 202041818 17:00
X547 & Apple Music ® ALy @ Tv.app 202041818 17:00
B (A—YFvIFr.app 20201518 17:00
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